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A. PURPOSE

The purpose of this Charter is to set forth the agreement of the parties on the
responsibilities, functions and operation of the Unified Cross Domain Management
Office (CDMO).

B. SCOPE

This Charter applies to all elements within the purview of the ASD (NII)/DoD CIO and
the ADNI & CIO.

C. BACKGROUND

The Office of the Director of National Intelligence (ODNI) and the Department of
Defense (DoD) have established a unified CDMO which supports information sharing
objectives by expediting the delivery of cross domain capabilities to the field. The
CDMO was established to provide centralized coordination and oversight of all cross
domain activities and ensure a common approach for the implementation of cross domain
capabilities within the DoD and the IC.

D. MISSION

The CDMO’s mission is to provide centralized coordination and oversight of all cross
domain activities and investments for the DoD and the IC, and shall:

a. Be the central focus for all cross domain activities to include requirements and
technologies.

b. Synthesize cross domain requirements to evaluate priorities and common problem
sets, and identify opportunities for requirements consolidation.

c. Recommend the standardization of cross domain requirements and solutions to
minimize redundant or duplicative systems development and acquisition.

d. Encourage the development and use of enterprise cross domain capabilities.

e. Coordinate research and development efforts for cross domain technologies, to
include the development of unique cross domain capabilities, and seek
partnerships with academia, industry, and U.S. Government agencies, consistent
with applicable law.

=

Develop and oversee, in accordance with requirements promulgated by the ASD
(NII)/DoD CIO and the ADNI & CIO, a cross domain baseline for enterprise-wide
implementation.
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g. Develop a Cross Domain Roadmap, which builds upon the cross domain baseline
and identifies modular components, technologies, and capabilities needed to meet
unified requirements, to include those of the associated enterprise architectures.

h. Develop, coordinate and align DoD and IC cross domain standards, policies, and
processes.

1. Monitor, coordinate, and recommend resource allocation for cross domain
activities.

j. Support other cross domain related activities as directed by the Oversight Panel.

k. Establish and manage CDMO websites.

E. AUTHORITIES

The Oversight Panel will serve as the authoritative decision-making body that directs,
oversees, and approves the CDMO’s activities. The ASD (NII)/DoD CIO and the ADNI
& CIO shall serve as co-chairs of the Oversight Panel and each may invite persons from
the community to participate on the Oversight Panel depending upon the agenda. The J-
6, Joint Staff will be a permanent member of the Panel.

All CDMO activities will be subject to the direction, oversight, and approval of the
Oversight Panel and in a manner consistent with this Charter. As required, the CDMO is
authorized to enter into Memoranda of Understanding and Agreement (MOU/MOA) with
the DoD and the IC entities.

The CDMO will provide centralized coordination and oversight of all cross domain
activities and initiatives across the DoD and the IC and will address cross domain needs
based upon priorities validated by the Oversight Panel.

E. KEY POSITIONS

The CDMO will have three key positions as directed in the Establishment Memorandum:
the Director, Deputy Director and the Technical Director. The three key positions will be
rotational assignments nominated from the DoD and the IC. NSA, DNI, and DIA,
respectively, will recommend appointments to these positions for approval by the
Oversight Panel

The Director shall manage the CDMO and ensure that cross domain recommendations
affecting the DoD and the IC are coordinated with the appropriate DoD and IC elements
prior to presenting them to the Oversight Panel for decision. The Director will ensure
that all CDMO activities are accomplished in accordance with this Charter and guidance
from the Oversight Panel.



The Deputy Director shall, assist the Director in all of the Directors’ duties, and serve as
the acting Director during the Director’s absence.

The Technical Director (TD) is the primary technical consultant and advisor to the
Director and Deputy Director of the CDMO. The TD will lead the development of the
CDMO technical roadmap; apply established information system security guidance,
directives and standards to objectives of the CDMO; coordinate with academia, industry
and U.S. government laboratories to define the cross domain information technology; and
represent the CDMO as an information architecture expert.

G. REPORTING AND COORDINATION

The Director of the CDMO will report directly to the Oversight Panel for all matters
relating to cross domain activities and initiatives.

The Director of the CDMO will coordinate with the Director NSA on CDMO
administrative and facilities support matters.

The Director of the CDMO shall provide briefings to the Oversight Panel, as required.

At a minimum on a quarterly basis, the CDMO shall prepare and present reports outlining
progress to date and planned activities to the Oversight Panel for approval and
distribution to the DoD and IC.

H. RESOURCES

1. Personnel — Personnel from the DoD and the IC will be assigned or detailed to the
CDMO on a rotational basis. The authority to evaluate and supervise personnel serving
in the CDMO will remain with the parent organization. The Director of the CDMO,
through his or her Division Chiefs, shall provide written input to parent organizations
describing accomplishments and performance for evaluations and award
recommendations .

2. Funding — Each organization will pay for its respective participation, including the
participation of its personnel. All resources will remain with the parent organization.
Subject to the availability of funding, the signatories shall budget to support the CDMO
and the activities described herein

I. REFERENCES

1. Intelligence Reform and Terrorism Prevention Act of 2004, Public. Law 108-458

2. Intelligence Authorization Act for Fiscal Year 2005, Public Law 108-487
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3. National Security Directives No. 42; National Policy for the Security of National
Security Telecommunications and Information Systems, July 5, 1990

4. DOD Directive 8500.1, Information Assurance (IA), October 24, 2002

5. DoD Directive 5144.1, Assistant Secretary of Defense for Networks and Information
Integration/DoD Chief Information Officer (ASD (NII)/DoD CIO), May 2005

6. Memorandum, Establishment of a Department of Defense/Intelligence Community
(IC) Unified Cross Domain Management Office (CDMO), July 10, 2006

J. REVIEW/TERMINATION

This Charter will become effective immediately when signed by both parties and shall
remain in effect until modified or rescinded. The Charter may be modified upon mutual
agreement of the parties and may be terminated by either party upon 120 days after
written notice.

onorable John G. Grimes The Honorable Dale W. Meyerrose
SD(NII)/DoD CIO ADNI & CIO
March 1, 2007 March 1, 2007



