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Overview

§ Who we are
§ TGS Sponsor objectives
§ Operating policies
§ Working with GIAP process
§ Primary customer
§ TGS guard 2.1 P1 life cycle support 

Issues
§ Next generation TGS (TCS) / special 

interest group side bar
§ Q&A
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Who We Are

§Trusted Computer Solution Inc (TCS) TGS vendor 

and product support team
-Phone: (703) 318-7134

-E-mail: Support @TrustedCS.com

§TGS Sponsor helpdesk
-Phone: (210) 925-2527

-E-mail: CPSG/NID-TGSTeam @lackland.af.mil

§USAF/AFMC/ESC/CPSG/NIDI ïInformation Sharing 

Branch

§POCs
-Vidal Rodriguez, Branch Chief, CPSG/NIDI, 

vidal.rodriguez@lackland.af.mil, (210) 925-2656

-Mark Tse, Project Engineer, CPSG/NIDI, 

mark.tse@lackland.af.mil, (210) 925-2501
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TGS Sponsor Objectives

§Government Sponsor
-The liaison between CDSô users, vendor and UCDMO 

-OPR for management of field systems being sponsored

-Notified  (by vendor) of sales to any Service /Agency prior 

to a commitment being signed by either CC/S/A or Vendor

-Lifecycle and risk management, configuration and 

distribution control approval and oversight

-Testing and evaluation for system validation

- IA technical management support
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Operating Policies

§ Policies
ï AFI 33-200 Paragraph 2.9.11: Provides 

technical and PM support to IA Lead 
Command programs, projects, and initiatives 
according to Air Force IA specialized 
publications.

ï CJCSI 6211.02C Enclosure B Paragraph 
9k(11):  Conduct life cycle management and 
support of a CC/S/A CD service and solution 
through a program management office or 
specified CC/S/A organization IAW DODI 
5000.2 and DODI 8580.1.
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Working with GIG Interconnection 

Approval Process (GIAP)

Phase 0 

ÅRequirement 
Definition

ÅCDSO 
Screening

ÅIdentify Gov 
Sponsor
ÅRequirement 

Checklist 
Documentation

ÅCustomer 
SGS Account

TGS Sponsor 

Phase 1 

ÅRequirement       
Validation

ÅCDA Phase 1 
Documentation

ÅCommunity 
Jury (DSAWG 
Panel Vote)

Phase 2

ÅDeveloper 
Design 
Documentation

to NSA

ÅCoordinate 
Funding for 
CT&E 
Conducted 
by NSA

ÅST&E Plan

ÅCDA Phase 2 
Documentation

ÅDSAWG IATC 
Vote

Phase 3

ÅST&E 
Monitored by 
NSA

ÅPhase 3 CDA 
Documentation

ÅST&E Result 
Review by 
CDTAB

ÅDAA ATO

ÅDSAWG ATC 
Vote

ÅCDSO Notify 
Gov Sponsor

Phase 4

ÅCD Re-Use 
Package 

ÅJVAP 
Support

ÅConfiguration 
/Distribution 
Control

ÅSecurity 
Testing 
Validation

ÅUpgrade 
Process 
Planning
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TGS Guard Primary Customers

ǅAF/AFWA

ǅNAVY/OIS

ǅSurvey responded

ï 39 SABI sites

ï 16 sites accounted 

for

ï Let your CDSO know 

of your needs for 

upgrade / 

replacement of TGS 

2.1P1
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TGS Guard 2.1 P1 Life Cycle 

Support Issues

§ Trusted Solaris 8 (TSOL 8) availability and 
support

§ TSOL 8 software maintenance
§ TSOL 8 HW platform availability
§ TGS application migration to RHEL 5
§ CD sunset date determination
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SecureOffice®Trusted Gateway SystemÊ

George Kamis

Chief Technology Officer

(703) 537- 4310

kamis@TrustedCS.com
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SecureOffice Trusted Gateway System 

version 2.1P1

UCDMO Baseline Transfer Solution

Features:

ÅAutomated One-Way data transfer 

ïLow-to-High Data Transfer Only

ÅOperates on Sun Microsystems 
Hardware with Trusted Solaris 8

ÅSupports any data type

ÅComplete file protection and 
management through transfer 
process to include firewalling, virus 
scanning, and file typing

ÅCompleted multiple CT&Es and 
ST&Es

ïAccredited and operational

ïSABI, TSABI, and SAP

SecureOffice Trusted Gateway System 2.1P1

sSIPRNet

SecureOffice®

Trusted GatewayÊ

UNCLASS
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SecureOffice Trusted Gateway System

Version 2.1 P1

Å Commercial Product (COTS) with standard commercial support infrastructure

ï Software maintenance, installation, configuration, C&A and training support

Å Runs on Sun Microsystems Hardware (SPARC)

ï Trusted Solaris 8 based

Å Network File System (NFS) file transfers

ï Supports both UNIX and Microsoft servers/workstations

ÅLow side feeder / High side receiver

Å File typing protection

ï Deny all with exceptions

ÅBased on extension and file contents

Å Virus scanning protection

ï Scan all with exceptions

Å Typically deployed in a point to point manner, fully automated transfer

ï Weather data, network status data, seismic data etc

Å Can be configured for enterprise transfers

ï Data sent to NFS low side server for pre-processing

Å 2GB max file size

Å Originally developed to support high speed data transfers

ï Dependent on hardware speed and file types
Å * From customer benchmarking 
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SecureOffice®Trusted GatewayÊ
Accreditation History

Å TGS 2.1 P1 is on the UCDMO list of Transfer Solutions

Å DITSCAP (DIACAP / SABI)

Å DCID 6/3 (TSABI) (S to TS/SCI by DIA and for Secret to TS / Special Access)

Version Operating System Status*

TGS 1.2 Trusted Solaris 2.5.1 Accredited: 10/01

TGS 2.0.2 Trusted Solaris 8 (4/01) Accredited: 8/03

TGS 2.1 P1 Trusted Solaris 8 (12/02, 7/03 & 2/04) Accredited: 7/04

* Based on TCS records.  Indicates date the TGS was first part of an accredited system

Version Operating System Status*

TGS 1.2 Trusted Solaris 2.5.1 Accredited: 4/02

TGS 2.1 P1 Trusted Solaris 8 (12/02, 7/03 & 2/04) Accredited: 6/04
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Customer Feedback TGS 2.1P1

Å ñThis is mission critical system ...ò

Å ñHuge time saver...ò

Å ñIt just runs without any issues ...ò

Å ñOne of the few systems that we donôt have problems with ...ò

Å ñWe forgot it was there ...ò

Å ñWe need something faster and something that supports larger file 

sizes ...ò

Å Minimal support calls
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TGS 2.1P1 Status

Å Sales and distribution limited owing to the EOL of Trusted Solaris 8 and hardware 
availability

Å TGS Maintenance support

ï Telephone support (issues, concerns, problems, debugging, etc)

ï Addresses TGS Application issues

ÅNo new functionality

ï Addresses OS security issues (only when applied to the TGS system)

ï May continue after UCDMO sunset termination date (TBD)

Å Trusted Solaris 8 (No longer sold - End of Life)

ï Per Sun Microsystems email on January 27, 2009 

ÅLast Order Date: May 01, 2009

ÅLast Ship Date: July 31, 2009

ÅEnd Of Service Life Date:  July 31, 2014

ï Very limited hardware support

ÅNo new hardware can run TSol8

ÅRefurbish market
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SecureOffice® Trusted Gateway System

Now Available ...

Trusted Gateway System 4.3

Å Single server capable of supporting multiple levels

ï Low cost (X86_64 hardware, single server, centralized maintenance, etc)

Å Can be deployed at the Enterprise and Tactical level

Å Red Hat Enterprise Linux 5 for Lower Total Cost of Ownership

ï X86_64 based systems (IBM, Dell, HP, etc)

ï Fully supported operating system

ï Open Source

Å Bulk low-to-high transfer

ï Direct replacement of TGS 2.1

ï Fully automatic, high performance

ï 20GB+ (with virus scanning) file sizes

ï Flexible configuration (single low to multiple high, single low to one high of many, etc)

ï Secure copy (scp) based.

Å Can transverse through routers for Enterprise configurations 

Å Human review for high-to-low transfer of files

ï Web-based workflow management

ï 2 person and self release options

ï Microsoft® document sanitization

ï Simultaneous support for multiple networks at multiple levels

Å Supports cross-grades

ï Automatic or web based
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SecureOffice® Trusted Gateway System

Secure multi-directional 

information transfer

Features:

ÅAutomates one-way bulk and 

user-selected data transfer 

between security levels and 

domains

ÅFacilitates sanitized information 

release across security 

boundaries

ÅMultidirectional workflow 

ÅWeb based graphical user 

interface

ÅLevels supported only limited by 

hardware support of network 

interface cards

ÅSingle system configuration

SecureOffice® Trusted Gateway SystemÊ

SecureOffice®

Trusted Gateway SystemÊ

Top Secret SCIProducer

Releaser

Secret

Secret 

Releasable
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SecureOffice Trusted Gateway System 4.3 is

Enterprise Ready

Å Allows immediate deployment

ï Web-based, no client software installation required

ï Intuitive user interface requires less training

Å Supports Remote Access Console for centralized management 

ï Minimizes local administrative requirements

Å Supports IPv6 

Å Provides Group-based Authorization and Workflow

ï Supports PKI and/or username/password authentication 

ïMultiple simultaneous queues (each releaser has own queue)

ï Integrates with Identity and Authorization Services (e.g., DoDIIS DIAS)

ï Local or remote authorization supplies user group information for user 

authorization

ïMinimal on-box management of users
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SecureOffice Trusted Gateway System 

Group Authorization Mapping

Å Customizable Group Authorization

ï A producer group is one that is 
authorized to submit jobs to one or 
more destinations

ï A releaser group is one that is 
authorized to release jobs to one or 
more destinations

ï A destination is an FTP server, 
SFTP server, or email address

ï Each producer group is assigned 
one or more releaser groups

ï Producers may select which 
releaser group to choose from

ï Can be configured for self release 
by authorized producers

ï Group assignment is managed by 
the local Trusted Gateway System 
database or remote LDAP server

DH Attachés

DI Analysts

DJ Watch Officers

Fred

Bob

Jonathan

Producer Groups

DH Collection

Managers

DI Editors

DJ Watch Officers

Releaser Groups

Member Of

Allowed Releasers

1Q09 Release
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Trusted Gateway System

Group Based Releaser Selection

Any reference to labels 
in images are for 

demonstration 
purposes only and do 

not represent classified 
information


