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Technology Assessment and Integration

Joint Command and Control System Analysis and
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| mprove the joirt
ability to plan and execute
operations by driving
resolution of C2
interoperability problems and
providing unbiased
evaluations of existing and
emerging C2 capabilities.
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What JSIC Provides

A unigue environment that brings together
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technical expertise and
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Scientific

the-art facilities Methodology

A DEfendable & repeatable Emulated Joint Task Force HQ Environment

scientific methodology

to enhance joint C2 capabilities and solve joint
Interoperability problems
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JSIC Lab Enclaves

Emulation of a basic Joint Command and Control (C2) Environment
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JSIC Assessment Methodology

Three-Tiered Metrics
Process
TechnicalhMaturity

Desktop Analysis

* ldentifies Command and Control
system interoperability issues

e Works with Program Managers to
% validate gaps and identify solutions /

» Appropriate programmatic support
» Performance of required capabilities
* Compliance and documentation
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e Confirms capabilities in a dynamic
/ and realistic environment

- /

System Sponsor/Manager Action

Enhanced System
Capability

@ A rigorous, repeatable, and tailorable process

Userfriendliness and:timeliness
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Cross Domain Solution (CDS) Assessment

Purpose of Assessment:

« Conduct a technical lab assessment of two mature one-way-transfer
technologies as a means of validating CDS Metrics and developing a
repeatable assessment process

Objectives:

» Assess CDS system network performance and utility for each assessment
Use Case using the criteria developed by the UCDMO and JSIC. Validate
assessment criteria developed by UCDMO and JSIC

» Develop a repeatable assessment process to evaluate CDS for the UCDMO
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Assessment Overview

Use Cases:

Imagery file (Medium file) transfers

Office Automation (Medium file) transfers

15 Simultaneous Multi-Cast Video Streams
Unicast Data Stream (COP Track Data)

Database (MIDB) Update (Large File) transfers
Weather/Climatology Update (Large file) transfers
E-mail with/without attachments (file transfers)
Combinations of above data / file types

1.
2.
3.
4.
D.
6.
7.
8.
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Operational View (OV-1)

Using OneWay Transfer CDS
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Systems View (SV-2)
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UCDMO One-Way CDS Transfer Device
Infrastructure Baseline SV-2
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Best Practices

Category

Description

Baseline Testing

During System Operational Verification Testing
(SOVT), baseline testing was conducted to
determine infrastructure performance without a
CDS installed.

Bailment
Agreements

Establish bailment agreements with participating
vendors prior to each assessment to define the
terms and conditions of using their equipment.

Assessment criteria
and metrics

Define an accreditable security standard that
includes use of content filtering and virus
protection. Ensure the vendors are aware of that
standard before they agree to participate.

Vendor Training

Set expectations for vendor-provided training to
host technical support staff. Training ranged from

Unclassified
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the systems administrators know what scripts
need to be run at start-up.
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Way Ahead

e Past CDS Experience
— Joint Systems Baseline Assessment (JSBA)

 Recent CDS Experience
— CDS Assessment Project

e Future CDS Projects..
— CDES project
— Future UCDMO CDS Assessments
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