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TREDENT Collaboration Tools: An Overview
o A Collaboration the ability to find,
= . connect, and interact with others in
- pursuit of a common goal
= N A Asynchronousollaboration (file transfers
i /m1 i email) are useful, but lacks immediacy
= / A Synchronousollaboration is now central
s to virtually every aspect of current
.......................... operations
§§§§§§!§!§§§§§§§§§§§§§§§§§§ I Text chat/instant messaging
sed Enionmeot (UE)Cotbarst I Whiteboardingshared applications
;

Video, audio teleconferences
™ I Social networking applications
Synchronous Collaboration usage is
growing rapidly due to several factors

i I Ease of use
— i Commonality with commercial tools
— s available offduty
-------------------------- TT I Communications efficiency
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Cross Domain Collaboration 1.0:

TREDENT Connecting Machines
TECHNOLOGY SOLUTIONS

A CDS 1.0: Transfer solutions, originally design
to support crosslomain interactions between
automated information systems

A Typically used to transfer files or highly
structured messages
I Examples: OTH&old, TADHI, imagery files

I The more structured the message, the better the
CDS can enforce transfer policies

A Limited support to crossdomain persorto-
person interactions

I Interpersonal collaboration is loosely formatted
difficult to secure using automated rule sets
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TRIDENT Barriers to Ubiquitous Collaboration

ECHNOLOGY SOLUTIONS

T

A Unacceptable Security Risks
I Legacy collaboration tools often lack robust user
authentication, user authorization mechanisms
I Legacy tools are not croslomain aware
I User controlled logging
A User friendliness shortfalls
i a. 2fyie a4 SOdzNRA G é-of0dey ONIR
ATFO1 2F yVRENBIYE | 6d NG
collaboration tools
i Often use proprietary, nostandard data formats
I Lack classification markings
I Security of presence, availability, and other user d
not strongly enforced

A The result:

i Singledomain collaboration is the norm
i Creative workaroundswhich impact information

Training of Iraqi personnel in use of
collaboration tools, 2008

assurance
. . . I Multiple redundant collaboration infrastructures
International Security Assistance Force . , ., o , , «
(ISAF) command post, 2009 I ORechatting Aa Y2 |  ¢2NR
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CrossDomain Collaboration 2.0:

TREDENT A Vision for Connecting People
TECHNOLOGY SOLUTIONS

A global collaboration environmenX
XAY GKAOK ySiUg2NJ
artificial barriers between people
XGKSNBE O2ffl 02N
Information Assurance enforcement
XgKAOK f SOSNI) 3ISa
Investments

Infrastructure thatenables rather thaninhibits, our ability to find,

connect and interact withanyone
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rR:pENT  CDS 2.0 Implementation Consideration:

CDS 2.0 must address 3 Critical Questions:

A s the solutioruseful?
i CDS and collaboration tools must enable people to find each other on an
network & interact with person(s) with expertise/information
i CDS and collaboration tools must be easy to use

A s the systensecure?

i CDS must address Confidentiality, Integrity & Availability requirements
commensurate with DoD, IC, and other Federal policies

I End Users have greater responsibility for +iale collaborationg must be
G/ NRA¥XIF AYyE | g1 NB
A Is the systensupportable

I Interoperability with existing infrastructure
A Leverage existing investment and knowledge base of existing CDS
A Minimize effort for certification & accreditation

I Compatibility with Industry and Federal Standards

A Proprietary solutions impractical and/or expensive to maintain; and would
require significant user learning curve

A New standards leverage XML technolagyrovides for flexibility/extensibility
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. CrossDomain Collaboration 2.0
| R3U B In Action

TECHNOLOGY SOLUTIONS

A Multi-National Information Sharing
(MNIS)

I Chat betweerSIPRneand RELCAN
A US Central Command

I Chat between CENTRIX ISAF and CENTF
a2 AtGK2dzi @/ 5/ L9635 od3uBRha y2 g1 e

_ we could have fought the A Missioncritical support to air operations and
simulated wildfires as quickly as medevac

we did. At one point, | had ten , ~
different agencies represented in Al 9 E gi;\ Rrg\\;{\évff Y 5 g hysS 2%
2yS OKI G Nep2YO® LT ¢S NRBKI U u

[for the wildfires] in 2003, | bet T M|grat|g]9 frlornfnyRCIO XMPP on ISAF

O22NRAY I GA2Y & 2 dz RQQ%\Aad%r

. u “r- ]
AY220KSNDE esses interoperability issue between

coalition forces

el fggsoﬁggrmego "t A CWID09/TWO09/EC09

I Multiple domains
I Multiple languages
i 5253 L/ X 51 {2 {0I4S
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) Collaboration Gateway:
TREDENT Operational View

TECHNOLOGY SOLUTIONS

I Real-time language translation support enhancing Coalition operations
i Chat in multiple languages at multiple security levels
I Leverages existing investment in collaboration tools
I Full NSA Certification Test & Evaluation (CT&E)

Collaboration
Gateway

L —
Collaboration Gateway
In Deployable
Configuration
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CrossDomain Collaboration 2.0:

TREDENT The Future

A Crossdomain enabled:
I WIKI C¢ VolP
I VIC ¢ Social networking
I Micro-blogging

A Key Objective: Share the RIGHT
AVIF2NNYIFUOAZY XgAUK
the RIGHT time.

I CDS 1.0 and existing tools address the form

I CDS 2.0 and new tools are needed to addre!
the latter (right people & right time)

LT &2dzQNBE y 2 0 -RE2YTI fAIYOX2ANI (A y 3

Xe 2dzONBE 'y 2 i
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TREDENT

TECHNOLOGY SOLUTIONS

BACKUP
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_— Cross-Domain Collaboration

Joint Warfiﬂ hter Re= uirements
TECHNOLOGY SOLUTIONS

Net Enabled Command Capability (NECC) CDD ANet Centric Enterprise Services (NCES) CDD -
Extensions - Version1.0-A 9. 2 NECC shal |l Version 1.0

capability to exchange information across multiple

security domainsé. I-basedgr ati onf] iNCES shall provide dynamijc
capability into NECC MCPs (THRESHOLD). SABI, tailorable solutions for exchanging information and
TABI, TSABI low-to-high and high-to-low information services between different security domains (i.e.
exchange (point-to-point) between selected joint, TC, cross-d omai n) o

HS/HD, DOD and non-DOD Agencies, and

multinational components. Data format: email with filt [NCES] shall enadbrhain a (gt
attachments, text, graphics, image (threshold). information exchange where the digital security
Collaboration: text chat, web-browsing, whiteboard, policy makes decisions based on the security labels

shared applications (OBJECT!I VM and attributes. o

: i T a b |- 8yndpsis of Identified Capabilities Gaps,
ASeven of nine of the US Combatant Commands sections on System Interoperability, Collaboration,

(COCOM) in 2006 indicated in the top ten of their and Cross-Domain Security"
Integrated Priority Lists (IPLs) that poor Multi-
National Information Sharing (MNIS) is a critical
factor affecting mission success.

AOIF Lessons Learned - Coalition Information Sharing

AProvide cross-domain collaborative tools (Chat is #1
priority)

Almplement Language Translation
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