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 Began as a working group established in response to
direction from:

— UCDMO, DNI, NSA, CIA, DIA, DISA & NGA Seniors

e Main charge — explore:
— Sharing of test tools, methodologies, procedures, findings, lessons learned
— Coordination of CDS testing schedules
— Establishment of a community test team

 Initial Working Group

— Comprised of CIA, DNI/CIO, DODIIS, FBI, NGA, NSA, FBI, UCDMO reps

— Explored courses of action to address CDS security testing challenges
» Single, integrated CDS test team located at the UCDMO
» Federated CDS test agencies with some UCDMO oversight
» Establish a CDS Community Security Testing Group (CDS CSTG)
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- CD CSTG Background = ¢
Courses of Action Determination

« Single, integrated CDS test team located at the UCDMO
— Would conduct all CDS testing at the UCDMO
— Could be a platform for sharing of CDS test information, standard testing
— But, could be a CDS testing bottleneck; difficult to scale

 Federated CDS test agencies with some UCDMO oversight
— Easy to scale

— But, would be business as usual in terms of sharing information and
inconsistent testing standards

 Establish the CDS CSTG

— Will consist of a core of CDS lab testing and Pen testing experts

s Would be the community’s champion for
controls, procedures, reporting)

* Would ensure consistency of CDS testing across the DoD and IC
e Woul d apply business incubator concept s

— Organic CDS testing capability remains at the test agencies
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New Threats CDS Community Security

New Missions Testing Group Cvber Initiati
New Technology DIA, FBI, CIA, DNI, DISA, NSA, UCDMO, Others yoer initiative

C&A Transformation

- Collaboration - Reciprocity

- Shared Tools, Methods, Results - Reporting formats

- Scheduling - Innovation, Best Practices
- Oversight & Compliance - Consistency

The CDS CSTG provides oversight & guidance...it is NOT a testing agency...CDS security
testing remains at testing agencies
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'CD CSTG Background —
Vision & Goals

1. Promote Reciprocity 2. Reduce duplicate testing

4 Reducing testing duplication
others’ CDS testing by implementing common
conducted prior to \ / security controls ar_wd'test

: : : : procedures and building trust
operational or site testing Create an environment of in CD security testing

reciprocity, information
sharing, and collaboration

within the CD security
testing Community 4. Promote testing/reporting standards

4 Promoting the use of common
security controls and

4 Promoting acceptance of

3. Enhance Information Sharing

4 Creating a test case and best /v
practices repository that will

enhance information sharing T assessment procedures

5. Provide oversight/compliance

4 Ensuring consistency in CD
security testing across the
DOD, IC, and Federal agencies
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CDS CSTG Current Actlvmes

Foundation — Risk Management Framework (RMF)

Architecture Description

Mission/Business Processes

FEA Reference Models

Segment and Solution Architectures
Information System Boundaries

Repeat as necessary

-5

Step 6
MONITOR
Security Controls
SP 800-53A

Step 5

AUTHORIZE
Information Systems

SP 800-37

-

Risk Management
Strategy

Srarting
Point

Step 1

CATEGORIZE
Information Systems

FIPS 199/ SP 800-60
CNSSI 1253

RISK
MANAGEMENT
FRAMEWORK

Security Life Cycle

Step 4
ASSESS
Security Controls

SP 800-53A

Organizational Inputs
Laws, Directives, Policy Guidance
Strategic Goals and Objectives
Information Security Requirements
Priorities and Resource Availability

-

Step 2
SELECT
Security Controls
FIPS 200/ SP 800-53

CNSSJ| 1253 '

Step 3
IMPLEMENT
Security Controls

SP 800 Series

-

Risk Management Framework
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‘Community TRR Checklist
(Applicability to the RMF in RED)

Benefits

ASets test readiness expectations at

Archltecture Descnptlon

Risk Management

Organizational Inputs

. Strategy FEaR e
Community level R ik o e oo and Gopcives
. . Inf 1 Point Prioriies and Resonrie Avaianity
Aldentifies community e
documentation, CDS preparation, e D CATEGORIZE ->
test environment requirements Step 6 FIPS 199/ 5P 800.60 Step 2
MONITOR N SELECT
N oo o . Security Controls Security Controls
AHelps minimize differences in test 59 000534 i Fes 200 5p 3005
results, duplicate testing % gl

AProvides stakeholders assurance | ooy leCyvcle
. ) . Information Systems Security Controls

the CDS is ready for security testing P 800.37 "y 5P 800 sries

Statu S: e SeaAlis: (Elgnsuols

. SP 800-53A

ACommunity vetted 36item
checklist

AAwaiting CDRB signature on
distribution memo

Risk Management Framework
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Data Transfer Guidance
(Applicability to the RMF in RED)

Benefits

AProvides increased awareness of
vulnerabilities in 13 electronic file
types used to move data between
security domains

AProvides guidance on mitigating
risks associated with these
vulnerabilities

Status:
ACommunity vetted draft guidance
AAgenda item on Sep 09 CDRB

Archltecture Descnpbon

Mission/Business
F‘EAR:fevenueIlodeis

Q,

lnlovmauon System Boundaneo

Repeat as necessary

-

Step 6
MONITOR
ity Controls

SP 800-53A

Step 5

AUTHORIZE
Information Systems

SP 800-37

-

Risk Management
Strategy

Starting
Point

Step 1
CATEGORIZE
Information Systems
FIPS 199/ SP 800-60
CNSSI 1253

RISK
MANAGEMENT
FRAMEWORK

Security Life Cycle

Step 4
ASSESS

Security Controls
SP 800-53A

Organizational Inputs
Laws, Directives, Policy Gudanee
Strategn: Goab and

Pnoroea and Resouree Availab-'ﬁty

-

Step 2

SELECT
Security Controls

FIPS 200/ SP 800-53
AN

Step 3
IMPLEMENT
Security Controls
SP 800 Series

Risk Management Framework
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Test Case Repository
(Applicability to the RMF in RED)

Benefits Provide the CD security
testing community a centralized
shared source of CD test
cases/results, procedures, and best
practices

Status

ACommunity exploring possible
dbase candidates

ATest case repository to be housed
on both SIPRNET & JWICS

Archltecture Descnpuon

FEARtievemellodeb

Q

Risk Management
Strategy

Repeat as necessary

->

Step 5

AUTHORIZE
Information Systems

SP 800-37

Starting
Point

Step 1
CATEGORIZE
Information Systems

FIPS 199 / SP 800-60

RISK
MANAGEMENT
FRAMEWORK

Security Life Cycle

Step 4
ASSESS

Security Controls
SP 800-53A

Organizational Inputs

Laws, Directives, Policy&ndau
Strategn:Goalsand

PnorneoandResoureeA aihbiity

-

Step 2
SELECT
Security Controls
FIPS 200 / SP 800-53

AY

Step 3
IMPLEMENT
Security Controls
SP 800 Series

Risk Management Framework
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» Community Security Testing Collaboratlon'

(Applicability to the RMF in RED)

Benefits

APromotes security testing
reciprocity early in the security

life cycle

AJoint review of security testing
procedures/methods

AJoint decisions on depth & scope
of security testing procedures &
methods

Status:

ADTW 4.1 joint test review
underway

ARM 5.0 joint test planning under
consideration

Architecture Description

MissionBusiness Processes
FEARdevemeIlodeh

Q, Qakts

Information System Boundanu

Repeat as necessary

->

Step 6
MONITOR
Security Controls
SP 800-53A

Step 5

AUTHORIZE
Information Systems

SP 800-37

<

Risk Management Organizational Inputs

Strategy Laws, Directives, Policy Guidance
Strateg-c Gods and (bpchm
Starting
Point Priorities and Resource Availability

Step 1 .
CATEGORIZE

Information Systems
FIPS 199 / SP 800-60 Step 2

b SELECT

Security Controls
FIPS 200 / SP 800-53
[\

RISK
MANAGEMENT
FRAMEWORK

Security Life Cycle Step 3
IMPLEMENT
Security Controls

SP 800 Series

Step 4
ASSESS

Security Controls
SP 800-53A

Risk Management Framework
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CDS Security Controls Profile
(Applicability to the RMF in RED)

Benefits
AProvides a common method for
selecting & tailoring CD security
controls

Status

ACommunity vetted information
system & organizational security
controls for CDS

APrototype profile tool under
development

Archnecture Descnpbon

Step 5

AUTHORIZE
Information Systems

SP 800-37

-

Risk Management
Strategy

Step 1
CATEGORIZE
Information Systems
FIPS 199/ SP 800-60
CNSSI 1253

RISK
MANAGEMENT
FRAMEWORK

Security Life Cycle

Step 4

ASSESS
Security Controls

SP 800-53A

Organizational Inputs

LmDu‘ecumPolicyGtu.!m

Starting
Point Pnotoet and Resouree Avaihbl'ﬁty

-

Step 2
SELECT
Security Controls

FIPS 200/ SP 800-53
AN

Step 3
IMPLEMENT
Security Controls
SP 800 Series

-

Risk Management Framework
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\ CDS Security Control Profile Overview §
(What Is it?)

e eitds a tool for:
— Facilitating the selection and tailoring of the NIST 800-53 694 security controls
— Does not implement the NIST 800-53 high water mark approach

— Maintains confidentiality, integrity, & availability impact levels from system
categorization to allow flexibility

« . . . 1tdos a starting point and a g
—Establishing the i1 nitial sotthefimafsetCDS
— Conducting the security control tailoring for a particular CDS

— Enabling stakeholders to examine each security control in the CDS Profile to
determine if it does or does not apply to a particular CDS based on:

— Mission

— Data Transfer/Access Capabilities mﬁmm .‘ = l' ;‘:,.i“:.ffl’i%w

— Data Flow Requirements e -

— Data Protection/Access Scenarios . e e

— Operational Environments A mwsk | e | *

— Security Levels of Connected Networks o

— Stakeholder risk tolerance e | ] L
- P -
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CDS Security Control Profile
(What is it?)

Information systems
categorization results;
e.g. HMM for C, I & A

respectively
) N~ 1253 Binnin
Security Categorization and Tabl 9
Control Selection for anle ‘ DS
National Security Systems CNO Title Text cli|lalL|ImM|H
AC-1 [ ACCESS CONTROL| The organization develops, disseminates, and XX [X[Xx]|Xx]X S e C u r I t
N I ST POLICY AND reviews/updatesissignment: organizatiedefined
4 PROCEDURES frequency:
800-33 — CNSSI — 1. Aformal, documented access control policy that| —
SECU r|ty 1253 addresses purpose, scope, roles, responsibilitieg, O n t r O S
management commitment, coordination among
Gﬂ ntro |.s —— - organizational entities, and compliance; and .
formal, documented procedures to facilitate the P r O f I | e
implementation of the access control policy and
associated access controls.
-100s Qf Federal system AC-3 | ACCESS The information system enforces approved X | X X|X]|X
security controls ENFORCEMENT | authorizations for logical access to the system in
- Profiles are high watermarked accordance with applicable policy. ) )
- Baseline & Community vetted CDS

controls selected automatically based

- 100s of NSS security controls o
. . on system categorization results
- Profiles are not high watermarked . - :
- Provides a starting point

- Key to the CDS Profile tool .
- A living tool
- Not the reciprocity panacea
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Contact Information
240-373-0796/97(commercial)

cstg cal@nsa.gov
cstg_cal@nsa.ic.gov

info@ucdmo.gov

www.ucdmo.gov
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