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C&A Transformation

CD CSTG Background

Reciprocity
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•Began as a working group established in response to 
direction from: 
–UCDMO, DNI, NSA, CIA, DIA, DISA & NGA Seniors

•Main charge –explore:
– Sharing of test tools, methodologies, procedures, findings, lessons learned

– Coordination of CDS testing schedules

– Establishment of a community test team

•Initial Working Group
–Comprised of CIA, DNI/CIO, DODIIS, FBI, NGA, NSA, FBI, UCDMO reps

– Explored courses of action to address CDS security testing challenges
•Single, integrated CDS test team located at the UCDMO

•Federated CDS test agencies with some UCDMO oversight

•Establish a CDS Community Security Testing Group (CDS CSTG)

CD CSTG Background – Call for Action
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CD CSTG Background –

Courses of Action Determination

• Single, integrated CDS test team located at the UCDMO
–Would conduct all CDS testing at the UCDMO

– Could be a platform for sharing of CDS test information, standard testing

– But, could be a CDS testing bottleneck; difficult to scale

• Federated CDS test agencies with some UCDMO oversight
– Easy to scale 

– But, would be business as usual in terms of sharing information and 
inconsistent testing standards

• Establish the CDS CSTG
–Will consist of a core of CDS lab testing and Pen testing experts

•Would be the community’s champion for CDS testing standards (common security 
controls, procedures, reporting)

•Would ensure consistency of CDS testing across the DoD and IC

•Would apply business incubator concepts to evolve the Group’s functions  

–Organic CDS testing capability remains at the test agencies
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The CDS CSTG provides oversight & guidance...it is NOT a testing agency...CDS security 

testing remains at testing agencies

CDS Community Security

Testing Group
(DIA, FBI, CIA, DNI, DISA, NSA, UCDMO, Others)

Drivers

Test 

Agency

- Collaboration - Reciprocity

- Shared Tools, Methods, Results - Reporting formats

- Scheduling - Innovation, Best Practices

- Oversight & Compliance                     - Consistency

Test 

Agency
Test 

Agency

Test 

Agency

Test 

Agency

Test 

Agency

New Threats

New Missions

New Technology

C&A Transformation

Cyber Initiative

Enablers

CD CSTG Background – Focus Areas
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1. Promote Reciprocity

4Promoting acceptance of 

others’ CDS testing 

conducted prior to 

operational or site testing 

5. Provide oversight/compliance

4Ensuring consistency in CD 

security testing across the 

DOD, IC, and Federal agencies  

4. Promote testing/reporting standards

4Promoting the use of common 

security controls and 

assessment procedures

3. Enhance Information Sharing

4Creating a test case and best 

practices repository that will 

enhance information sharing

2. Reduce duplicate testing

4Reducing testing duplication 

by implementing common 

security controls and test 

procedures and building trust 

in CD security testing   Create an environment of 

reciprocity, information 

sharing, and collaboration 

within the CD security 

testing community

UNCLASSIFIED

CD CSTG Background –

Vision & Goals
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CDS CSTG – Current Activities
Foundation –Risk Management Framework (RMF)

Risk Management Framework

CNSSI 1253

CNSSI 1253
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Community TRR Checklist
(Applicability to the RMF in RED)

Risk Management Framework

CNSSI 1253

CNSSI 1253

Benefits: 

ÅSets test readiness expectations at 

Community level

ÅIdentifies community 

documentation, CDS preparation, 

test environment requirements

ÅHelps minimize differences in test 

results, duplicate testing

ÅProvides stakeholders assurance 

the CDS is ready for security testing

Status:

ÅCommunity vetted 36-item 

checklist

ÅAwaiting CDRB signature on 

distribution memo
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Data Transfer Guidance
(Applicability to the RMF in RED)

Benefits:

ÅProvides increased awareness of 

vulnerabilities in 13 electronic file 

types used to move data between 

security domains

ÅProvides guidance on mitigating 

risks associated with these 

vulnerabilities

Status:

ÅCommunity vetted draft guidance

ÅAgenda item on Sep 09 CDRB

CNSSI 1253

CNSSI 1253

Risk Management Framework
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Test Case Repository
(Applicability to the RMF in RED)

Risk Management Framework

Benefits: Provide the CD security 

testing community a centralized 

shared source of CD test 

cases/results, procedures, and best 

practices

Status: 

ÅCommunity exploring possible 

dbase candidates

ÅTest case repository to be housed 

on both SIPRNET & JWICS

CNSSI 1253

CNSSI 1253
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Community Security Testing Collaboration
(Applicability to the RMF in RED)

Risk Management Framework

Benefits: 

ÅPromotes security testing 

reciprocity early in the security 

life cycle

ÅJoint review of security testing 

procedures/methods

ÅJoint decisions on depth & scope 

of security testing procedures & 

methods

Status:

ÅDTW 4.1 joint test review 

underway

ÅRM 5.0 joint test planning under 

consideration

CNSSI 1253

CNSSI 1253
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CDS Security Controls Profile
(Applicability to the RMF in RED)

Benefits: 

ÅProvides a common method for 

selecting & tailoring CD security 

controls

Status:

ÅCommunity vetted information 

system & organizational security 

controls for CDS

ÅPrototype profile tool under 

development

CNSSI 1253

CNSSI 1253

Risk Management Framework
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CDS Security Control Profile Overview 

(What is it?)

• éitôs a tool for:
– Facilitating the selection and tailoring of the NIST 800-53 694 security controls

– Does not implement the NIST 800-53 high water mark approach

– Maintains confidentiality, integrity, & availability impact levels from system 
categorization to allow flexibility

• .... itôs a starting point and a guide for:
–Establishing the initial set of CDS security controls…it is not the final set

– Conducting the security control tailoring for a particular CDS

– Enabling stakeholders to examine each security control in the CDS Profile to 
determine if it does or does not apply to a particular CDS based on: 

–Mission

–Data Transfer/Access Capabilities

–Data Flow Requirements

–Data Protection/Access Scenarios

–Operational Environments

–Security Levels of Connected Networks

–Stakeholder risk tolerance

CNSSI 1253

CNSSI 1253

CNSSI 1253

CNSSI 1253

CNSSI 1253

CNSSI 1253
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Security Categorization and 

Control Selection for

National Security Systems

- 100s of NSS security controls

- Profiles are not high watermarked

- Key to the CDS Profile tool

-100s of Federal system

security controls

- Profiles are high  watermarked
- Baseline & Community vetted CDS 

controls selected automatically based 

on system categorization results

- Provides a starting point

- A living tool

- Not the reciprocity panacea

CDS Security Control Profile 

(What is it?)

1253 Binning 

Table CDS 

Security 

Controls 

Profile

Information systems 

categorization results; 

e.g. HMM for C, I & A 

respectively

XXXXXXThe organization develops, disseminates, and 

reviews/updates [Assignment: organization-defined 

frequency]: 

1. A formal, documented access control policy that 

addresses purpose, scope, roles, responsibilities, 

management commitment, coordination among 

organizational entities, and compliance; and 

formal, documented procedures to facilitate the 

implementation of the access control policy and 

associated access controls.

ACCESS CONTROL

POLICY AND

PROCEDURES 

AC-1

HMLAICTextTitleCNO

XXXXXXThe organization develops, disseminates, and 

reviews/updates [Assignment: organization-defined 

frequency]: 

1. A formal, documented access control policy that 

addresses purpose, scope, roles, responsibilities, 

management commitment, coordination among 

organizational entities, and compliance; and 

formal, documented procedures to facilitate the 

implementation of the access control policy and 

associated access controls.

ACCESS CONTROL

POLICY AND

PROCEDURES 

AC-1

HMLAICTextTitleCNO

XXXXXThe information system enforces approved 

authorizations for logical access to the system in 

accordance with applicable policy. 

ACCESS 

ENFORCEMENT

AC-3 XXXXXThe information system enforces approved 

authorizations for logical access to the system in 

accordance with applicable policy. 

ACCESS 

ENFORCEMENT

AC-3

CNSSI    

1253

CNSSI    

1253

NIST 

800-53 

Security

Controls

NIST 

800-53 

Security

Controls
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Contact Information
240–373–0796/97(commercial)

cstg_cal@nsa.gov

cstg_cal@nsa.ic.gov

info@ucdmo.gov

www.ucdmo.gov 

Questions?

mailto:cstg_cal@nsa.gov

