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Who We Are <&

8 USAF/AFMC/ESC/CPSG/NIDI i Information Sharing
Branch

§ POCs
- Vidal Rodriguez, Branch Chief, CPSG/NIDI,
vidal.rodriguez@lackland.af.mil, (210) 925-2656
- Mark Tse, Project Engineer, CPSG/NIDI,
mark.tse@lackland.af.mil, (210) 925-2501

8§ Trusted Computer Solution Inc (TCS) SOTTC

vendor and product support team
- Phone: (703) 318-7134
- E-mail: Support @TrustedCS.com
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SOTTC Sponsor Objectives

8§ Government Sponsor
- The Liaison betweenCDS6 wusers, vendors a:
- OPR for management of field systems being sponsored
- Notified (by vendor) of sales to any service /agency, prior
to a commitment being signed by either CC/S/A or Vendor
- Lifecycle and risk management, configuration and
distribution control approval and oversight
- 1A Technical Management support
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Operating Policies &

8§ Policies
I AFl 33-200 Paragraph 2.9.11: Provides
technical and PM support to IA Lead
Command programs, projects, and initiatives
according to Air Force IA specialized
publications.

I CJCSI 6211.02C Enclosure B Paragraph
9k(11): Conduct life cycle management and
support of a CC/S/A CD service and solution
through a program management office or
specified CC/S/A organization IAW DODI
5000.2 and DODI 8580.1.
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ﬁ Worklng with GIG Interconnectlon

Approval Process (GIAP)

- SOTTC Sponsor
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'UNCLASSIFIED

Phase 1

ARequirement
Validation

ACDA Phase 1
Documentation

ACommunity
Jury (DSAWG
Panel Vote)

Phase 2

ADeveloper
Design
Documentation
to NSA

ACoordinate
Funding for
CT&E
Conducted
OVANSYAN

AST&E Plan

ACDA Phase 2
Documentation

ADSAWG IATC
\Vote

ASecuring

he.

Phase 3

AST&E
Monitored by
NSA

APhase 3 CDA
Documentation

AST&E Result
Review by
CDTAB

ADAA ATO

ADSAWG ATC
\Vote

ACDSO Notify
Gov Sponsor

Gl obal

ACD Re-Use
Package

AJVAP
Support

AConfiguration
/Distribution
Control

ASecurity
Testing
Validation

AUpgrade
Process
Planning

1 nf oSiAgEst i



UNCLASSIFIED

SOTTC Primary Customers <2

DZCurrently Identified
| AFCENT
| AFSPC
I USCG

D2ANe are here to assist you
I Let your CDSO know of your needs for new

(SOTTC 1.3.4), or upgrade / replacement of
SOTTC 1.3:3:X

I Letus know if you have other questions
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% g SOTTC Life Cycle Support Issues “<g

§ SOTTC CD baseline availability and
support

8§ SOTTC application migration to 1.3.4

§ CD sunset date determination
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What is a Thin Client?

A A thin client (sometimes also called a ultrathin, lean or slim client)

I Client computer (or client software) in client-server architecture
networks

I Depends primarily on a remote server for processing activities

I Mainly focuses on conveying input and output between the user
and the remote server (the display).

A Primarily applications in commercial environments (system high i
single level)

I Point of Sale, Wall Street, Education, government, Healthcare,
Tele-work, Car Rental, Grocery Stores, etc.

AThin client Asoftwaredo does not
I Thin clients, thick clients, virtual configuration
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Single Level Thin Client
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What is SecureOffice Trusted Thin

Client?

A A multilevel secure access technology
I Thin client based
A Runs on thin, thick, or virtual hardware configuration

I Allows users to simultaneously access information from multilevel classification
levels on a single client, on a single display, through a single network.

AUsers can actively fAseed and access al
workstations

A Does not provide data transfer between levels
I Commercial Product (COTS) with full commercial support infrastructure
A Software maintenance, installation, configuration, C&A and training support
A Open Architecture i numerous hardware suppliers and vendor platforms
A Multilevel access within government
i DoDIIS (TSABI)
A Cross domain access for JWICS, Secret Coalition, SIRP
i DoD (SABI)
A Cross domain access for SIPR, Secret Coalition, NIPR
I Civilian
A DHS
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Consolidation Approach
Information Access
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Classification
Levels Clearly
Displayed
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JWICS

et

Multiple MS Window
environments, at
different classification
levels, can be supported
(20+)
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SecureOffice Trusted Thin Client

Architecture

SecureOfficeE Trusted Thin ClienteE

Thin Client
Terminals

e
....... _

JWICS l ?

Multi-Monitor
Thin Client Terminals

Back-end Infrastructure for each
Security Level

“"PCs with TTC
running in a VM

High Performance Multilevel Access
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Value Proposition

A Reduction in user facing hardware
I Single device access to multiple classification levels
A Reduction in network infrastructure

I Single network can be used to support connectivity to multiple classification
levels

A Reduction in client side management
I Thin client appliance T minimal management
I Not MS Windows based (no weekly patching at desktop)
Centralized management
Better desktop security
Lower hardware cost
Consolidation of processing power
Reduction in power, footprint, HVAC, etc.
Reduction in network traffic

To To To I T To
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SecureOffice® Trusted Thin ClientE

Thin Client Options

User options include Thin Client appliances, Thin Client Laptops, Desktops,
and Virtualized Thin Clients

A Uses Open-Standard Thin Client appliances
i X86 based COTS hardware
I Wide selection of hardware configurations from multiple manufactures
A Multiple monitor support, LAN media, smartcard reader, etc

I Execute from Flash memory requiring no hard drive
I Standard PCs or laptops can also be used as thin client
I Executes in a virtual machine
A RHEL5/SELinux based system runs directly on Thin Client
I Enables execution of applications at multiple single levels
I Read only OS, no user storage, no administration

ANo data stored on the Thin CI
and data being remotely displayed)

Trust at the desktop 7 better security controls and faster performance
I Citrix and RDP client runs locally

Minimal user training i simply point and click ...

CAC compatible with optional Smart Card reader

Authenticates with Distribution Console for access and configuration

To o o Do
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SecureOffice® Trusted Thin ClientE

Distribution Console

Controls all networking and routing functions providing a secure gateway to single level networks
A Runs on Linux RHEL5-compatible hardware
A 1U rack mountables, desktop servers, etc
A Multilevel network gateway to single level networks Distribution Console
A ANIC configured for each system high network
A Appliance based - Graphical Administration tools
A Minimal Administrator training @500 users
Maintains common configuration for Thin Clients
A Networks, backend server configurations, etc
Authentication server for Thin Client users
A Replicates Active Directory usernames / passwords
A Locally managed
Audit server for Thin Clients and Distribution Console
Encrypted communications between Citrix and rdesktop clients and servers
Scalable
A Automatic failover and fload dist. . __ .. _ . _
A Easily supports 500+ Thin Clients with a single Distribution Console (small rack mountable)
A DC Spanning
A Environmental
A Low Power
A Minimal Space
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SecureOffice® Trusted Thin ClientE

Feature Highlights

o o o To To o  To o I T

T> T

Supports a number of redirection technologies

I Citrix, MS Terminal Services; Application virtualization and VDI support
WAN support with IPSec encryption (through firewalls and NAT)
Limit thin client access (by classification level) based on location

Supports users not fully cleared to all levels (high level restrictions at user
level)

CAC Card Support with two-factor authentication at Windows server
DC Failover with prioritization (local vs remote)

Connects to existing MS Windows Active Directory authentication server or
LDAP server

Multi-monitor support with Xinerama
Direct connection to UNIX-based servers

High performance video support (streaming and file T DVD quality) with
standard infrastructures (web server / MS Media server)

I Utilizes processing power of thin client
DC Spanning i single client connecting to multiple DCs
Trusted Thin Client in a Virtual Configuration (VMWare Player or Virtual PC)
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TTC Video Support

A Provides enhanced video playback at the thin client

I Addresses the issues with Citrix and RDP high quality video
playback

A DVD/HD quality

A Video is directly streamed to the thin client using Real Time Streaming
Protocol (RTSP) or HTTP

T Uses Standard Media Servers, and HTTP servers
A No specialized graphics servers or software required
A TTC uses standard thin client hardware

T RU STE D (c) 1994 - 2009 Trusted Computer Solutions, Inc.  All rights reserved. e



DC Spanning

A Network Spanning allows the concurrent use of multiple DCs with dissimilar
server network access to provide an aggregated view of all available server
networks to clients

A DC Spanning is the mechanism to connect DCs with different network
configurations, which allows accessing networks in different physical locations.
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A
A
A

Multilevel access Provides multilevel access at existing desktops
Standard thin clients still have some limitations

Some high performance applications need direct access to local
processing power and video subsystem

I Native application support

I S&T Community requirements
A Multi-core processing
A Direct X graphics support

Other applications, at lower classification levels, can be accessed from
remote display technology through running thin client operating system
and applications in a Virtual Machine (VM)

I Application Display Delivery
I Virtual Desktop Infrastructure (VDI)
Certified and Accredited in a TSABI environment
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Existing PC applications run unchanged and natively
Provides access to other networks from existing desktops

Uses existing network infrastructure
No performance degradation of existing PC applications
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Standard PC Display
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Standard PC Display with Virtual
Trusted Thin Client Access
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Accreditation Status (summary)

Trusted Thin Client

Approved for TSABI, SABI, and SAP deployments

A TSABI (JWICS to SIPRNET)

I DCID 6/3 based PL-4 Accreditations
A 9/06 - DIA ATO for USCG
A 3/08 - DIA ATO for GISA
A 5/09 - DIA ATO for JWAC (includes virtual implementation)

A SABI (SIPRNET to NIPRNET) Accreditations

I CDS-GIAP based PL-4 Accreditations
A 7/08 - ATO for USCG
A 12/08 - ATO for Army 82" Airborne
A 3/09 - ATO for SOUTHCOM
A 3/09 - ATO for AFCENT
A 9/09 -IATO for AFSPC
A FORSCOM, ANGB, USASOC, etc (pending)

SOTTC version 1.3.4 is the targeted UCDMO baseline version
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