
The Contested 

Domain of 

Cyberspace ï
DoDôs challenge to 

maintain decisive freedom 

of maneuver in 

Cyberspace

Mr. S. Richard Scalco

Director / GIG IA Portfolio 

Office of the DASD 

Cyber, Identity, and 

Information Assurance



Bottom Line

ÁWe have a problem

Ą The information critical to our nation is 
vulnerable to compromise

ÁWe are working it hard

Ą We have a comprehensive Information 
Assurance program, but need your support

WE NEED YOUR HELP
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http://www.airforce-technology.com/projects/global/global4.html


Comprehensive Program Underway

Fielded Capabilities
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What we doéMission

Secure Sharing and 
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TRUSTED INFORMATION

Anytime, Anywhere
The Net-Centric Global Information Grid

For:



The Threat is Real

The challenge is significant and growing

DoD Context

1,500 Installations

21 Satellite Gateways

7 Million Computers

120,000 Commercial Circuits

15,000 Networks

DoD Adversaries

Hackers   

Insiders   

Criminals   

Terrorists   

Nation States 

US Department of Defense:

360 Million Probes per DAY

Major US Bank:

1 Million Probes per MONTH



The Cyber Domain is Hotly Contested
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Increased GIG Complexity 

& Dependence equates to 

lower entry barriers and 

potential for increased 

number of malicious actors

Sophistication 

Of Available Tools

Growing

Defensive measures are outpaced by the well resourced sophisticated threat . . .



Support and Participation are Key

USERS

ÅRecognize the threat

ÅFollow the policy

ÅAdopt best practices

BUILDERS

ÅDesign for protection

ÅDevelop for trust

APPROPRIATORS

ÅIncrease the priority 

ÅMonitor progress

COMMANDERS

ÅSet the example

ÅDemand accountability

ÅFoster trust

Trusted Information: The Top Priority
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Net-Centricity Achieved?

Weôve now lost Billions out of our economy due to 

Cyber Crime and loss of Intellectual Property

In the 1990ôs ïbuilding Information Dominance 

was our goal and it clearly gave us a force on force 

advantage



Net-Centric Convergence:

Allies and adversaries live and work on the same commercial

sector networks


