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Bottom Line

AWe have a problem

A The information critical to our nation is
vulnerable to compromise

AWe are working it hard

A We have a comprehensive Information
Assurance program, but need your support

WE NEED YOUR HELP J
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http://www.airforce-technology.com/projects/global/global4.html

Comprehensive Program Underway
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DoD Context DoD Adversaries
1,500 Installations Hackers

21 Satellite Gateways Insiders
7 Million Computers Criminals
120,000 Commercial Circuits Terrorists
15,000 Networks Nation States

e MagoréJS Banllt/:lONTH US Department of Defense:
-_ lifion Frobes per | | 360 Million Probes per DAY )

The challenge is significant and growing



Sophistication

Low

UNCLASSIFIED

The Cyber Domain is Hotly Contested

Defensive measures are outpaced by the well resourced sophisticated threat . . .
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a0 Support and Participation are Key
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USERS BUILDERS
ARecognize the threat ADesign for protection
AFollow the policy ADevelop for trust
AAdopt best practices

APPROPRIATORS COMMANDERS

Alncrease the priority ASet the example

AMonitor progress ADemand accountability
AFoster trust

Trusted Information: The Top Priority
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Net-Centricity Achieved?

|l n t he T bAl@Mydngormation Dominance

was our goal and it clearly gave us a force on force
advantage
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Net-Centric Convergence:
Allies and adversaries live and work on the same commercial

sector networks




