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Introduction

ÅWeôre the Government Program Management Office 

(PMO) and proponent for the Trusted Network 

Environment (TNE) multi-level security product.

ÅAir Force ISR Agency, Lackland AFB, San Antonio, TX

ÅWe have over 17 years first-hand experience with using 

and fielding TNE systems world-wide.

ÅIôm here today to brief the history of TNE, its challenges, 

capabilities, deployments,                                       

potential, and roadmap.



ÅMulti-Level Security with "Look-Downò capability.

ÅSecure information sharing from the most highly 

classified networks to the most open networks.

ÅDirectives: GIG, Service Chiefôs Vision (JV2020), The 

Homeland Security Act of 2022, Intelligence Reform Acté

ÅSingle domain systems create redundant equipment 

which results in higher lifecycle cost and information 

canôt be securely shared.

ÅSecurity must built-in from bottom-up vice layered in 

from the top afterwards.

ÅFocus on services and interfaces, not technologies.

ÅFlexible yet secure, allows for integration of legacy 

Microsoft-centric data, networks, and applications.

The Challenge



The Solution

ÅCreate a Multi-Level Security enterprise to address:

ÅSecure data access across multiple domains

ÅSecure data management

ÅSecure applications

ÅSecure network infrastructure supporting multiple domains

ÅSecure data warehouse for multiple security classifications

ÅSecure info sharing which is DCID 6/3 PL4, C&A, scalable



Å1992:  PL-3, Based on Orange Book

ÅDEC MLS+ 5000-133Mhz RISC architecture

ÅPorted later to DEC x86/Alpha architecture

Å2000:  PL-4, MAC Enforcement

ÅTrusted SolarisÊ (TSOL) v2.4 x86 architecture

ÅPorted later to TSOL8 v2.8 on SPARC architecture

Å2009:  PL-4, Core to Desktop

ÅSolaris 10 with Argus PitBull® on SPARC and x86

History



Desktop

Core

TNE Enterprise Topology



ÅInformation Exchange via:

ÅC&A Web and/or database with adjudicated cut-and-paste or change 
label

ÅCost-saving integration for need-to-know exchange with COIôs using 
C&A Trusted Domain Interface, Gateway or High Assurance 
Controlled Interface. 

ÅPay only for what you need, attach to legacy databases, seamless 
expansion.

ÅUser friendly Window & browser GUIôs which mask highly secure 
TNE Core UNIX & trusted OS enforcement of access-control

ÅQuick administrator configuration to stand-up/down COIôs (hours vs. 
weeks)

ÅSolaris10 COTS OS with Argus PitBull IP & labelling, Oracle database

ÅLayered Defense-in-Depth separation: proxy, anti-virus, several OS 
kernels, IDS, covert channel checkingé

ÅCIPSO labelling: 32,767 classifications (TS, S), at least 1,024 
compartments (caveats)

TNE Core



ÅFull Multi-Level Security support for:

ÅCertified & Accredited

ÅFile Management

ÅEmail

ÅDatabases, Web
Servers/Applications, Portals

ÅJAVA applications

ÅCollaboration (IM, chat)

ÅAudit, Audit Reduction Tools

ÅBi-directional Network Interfaces
to TS/SCI/SAP and SECRET networks

ÅNative 2003-2007 Applications: Word, Excel, PowerPoint, 
Publisher, Visio, Project, Media Player, Adobe Acrobaté90% 
of userôs desired applications are supported in TNEôs trusted 
desktop

TNE Desktop



Microsoft Office Integration

Classification markings  and caveats are  for demonstration purposes only.



Mail Services

Classification markings  and caveats are  for demonstration purposes only.



File Services

Classification markings  and caveats are  for demonstration purposes only.



Web Services

Classification markings  and caveats are  for demonstration purposes only.


