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N7 Introduction

AWebre the Government Program
(PMO) and proponent for the Trusted Network
Environment (TNE) multi-level security product.

A Air Force ISR Agency, Lackland AFB, San Antonio, TX

A We have over 17 years first-hand experience with using
and fielding TNE systems world-wide.

Al dm here today to brief the I
capabilities, deployments,
potential, and roadmap.




\ The Challenge
«Qr
A Multi-Level Security with "Look-Down 0 capab i1
A Secure information sharing from the most highly
classified networks to the most open networks.

ADirectives: GI G, Service Chi e
Homel and Security Act of 202:

A Single domain systems create redundant equipment
which results in higher lifecycle cost and information
canot be securely shared.

A Security must built-in from bottom-up vice layered in
from the top afterwards.

A Focus on services and interfaces, not technologies.

A Flexible yet secure, allows for integration of legacy
Microsoft-centric data, networks, and applications.



j‘ The Solution

{

A Create a Multi-Level Security enterprise to address:
A Secure data access across multiple domains
A Secure data management
A Secure applications
A Secure network infrastructure supporting multiple domains
A Secure data warehouse for multiple security classifications
A Secure info sharing which is DCID 6/3 PL4, C&A, scalable




\ 2 -

A\

| Vi History
A 1992: PL-3, Based on Orange Book

A DEC MLS* 5000-133Mhz RISC architecture
A Ported later to DEC x86/Alpha architecture

A 2000: PL-4, MAC Enforcement
ATrusted SolarisE (TSOL) v2.4 x86
A Ported later to TSOL8 v2.8 on SPARC architecture

A 2009: PL-4, Core to Desktop
A Solaris 10 with Argus PitBull® on SPARC and x86




\;3’/’ TNE Enterprise Topology
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./
* A Information Exchange via:

Y, TNE Core

A C&A Web and/or database with adjudicated cut-and-paste or change
label

A Cost-saving integration for need-to-k now exchange wit
C&A Trusted Domain Interface, Gateway or High Assurance
Controlled Interface.

A Pay only for what you need, attach to legacy databases, seamless
expansion.

AUser friendly Window & browser GUI
TNE Core UNIX & trusted OS enforcement of access-control

A Quick administrator configurationto stand-u p/ down COIl 6 s
weeks)

A Solaris10 COTS OS with Argus PitBull IP & labelling, Oracle database

A Layered Defense-in-Depth separation: proxy, anti-virus, several OS
kernel s, | DS, covert <channel checki

A CIPSO labelling: 32,767 classifications (TS, S), at least 1,024
compartments (caveats)



\ / TNE Desktop

9%

AFull Multi-Level Security support for:

A Certified & Accredited —— _» .
A File Management " e

A Email L s

A Databases, Web TOP SECRET

Servers/Apphcatlons Portals
A JAVA applications
A Collaboration (IM, chat)
A Audit, Audit Reduction Tools

A Bi-directional Network Interfaces
to TS/SCI/SAP and SECRET networks

A Native 2003-2007 Applications: Word, Excel, PowerPoint,
Publ i sher, Visio, Project, Medi
of usero6s desired applications
desktop
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Classification markings and caveats are for demonstration purposes only.




Malil Services

File Edit Help
v B s ) | @ 9 | @
Check Mail Delete New Message Reply Reply At New Level Reply All  Reply All At New Level Forward Forward At New Level
o 2 (0 I | | IFrom |Subject |Classiﬁcation b=
>[5 Corporate 000) /ey I issouser@x86appserver.god Fwd: Hola TOP-SECRET EDM FRKDOH
¥ B Meetings 0(0) 1 @ Argus User2 <arguser2@x8 Please See Attchment concerning meeting SECRET EDM FRKDOH OXD SHREK
& Jan2000 RO 11 Arqus User 3 <arguser3@x8 TNE Capabilities CONFIDENTIAL FRKDOH
= me 000) | Argus User 5 <arguser5@x8 Fwd: Fw: Testing Single Level to MLS UNCLASSIFIED
& Noc 000} "Argus User 6" <arguser6@¢ Test Unclass Message with attachment from SL LNCLASSIFIED —
© sentitems 30) 1@ Argus User 6 <arguser6@x8 Test receipt w/attachment UNCLA
@ Drafts 0(0) () "Argus User 5" <arguser5@¢ Test Single Level Mail to MLS Mail TOP SECRET 1]
> & Deleted Items 4 (0) 4] | |
Test Case 0223: Test Attachment that is Unclassified within a (C) FRKDOH message. =
:/Ron MacDonald
K1 I+]
= Attachment List
| Name | Size | Classification
GDC45_IA Capabilities_Brochure.pdf 831750 CONFIDENTIAL FRKDOH
| [ ]
%

Classification markings and caveats are for demonstration purposes only.



j File Services
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TNE File Manager

File Edit View Favorites Tools Help
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Classification markings and caveats are for demonstration purposes only.



Web Services

Classification markings and caveats are for demonstration purposes only.



