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XBIS Laboratory Mission

■ Integrate accredited/accreditable technology into 

mission-focused solutions

■Model sharing problems through realistic scenarios

■Provide a testbed for Sponsor and MITRE 

information sharing experimentation

– Information assurance

– Information management

– Social and behavioral sciences

A MITRE funded community resource helping the 

Government solve information sharing problems
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Current Technology Portfolio
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■ Technology facilitates, 
human-to-human 
communication and 
decision-making

■ Technology supports 

– Interconnection of 
communities

– Information discovery

– Protection of shared 
information

■ Experimentation can 
help us understand 
what motivates people 
to share information

– Mission needs

– Trust relationships

– Reward structure
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XBIS Laboratory Capability

■ Research and experimentation facility

– CDS integration/interoperation testbed

– Mission-focused solution evaluation and tradeoff

– New solution functionality and operational testing

– UCore service modeling

■ Integrated experiments with other MITRE labs 

■ Requirements exploration

– Scenario development 

– CDS architecture development

– Operational concept validation

■ Gateway to MITRE subject matter experts

– CDS community expertise

– Information management and analysis

– Social, cultural influences

■ Hands on CDS technology training

– Internal and sponsor directed training and education

– Multiday classes, focused drill down sessions, and 
hands-on training
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XBIS Laboratory Experimentation Framework 

■ Flexible environment 

– Currently 50+ enclaves are 
modeled each with their 
own domain and relevant 
services

– A total of 100+ VMs are 
deployed

■ Supports multiple 
simultaneous experiments

– 13+ Cross Domain 
Solution (CDS) 
technologies

– 15+ networks at different 
faux classifications

– Local and remote VTC and 
network connectivity

– 12 desktop locations 
projecting to multiple 
high-definition displays

5



© 2009 The MITRE Corporation. All rights Reserved.

MITRE Public Release Number 09-3152

XBIS Scenarios –Modeling the Mission
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Collaboration amongst 

intelligence and public 

health agencies  to 

combat a domestic 

bio-terror threat 

Counterterrorism

Cooperation among 

international forces 

engaged in the 

Afghanistan conflict 

Coalition Warfare

Maritime Interdiction
Multiple tools and agencies 

consuming UCore standard data to 

respond to a vessel of interest 

Infrastructure Protection

Government and private 

sector work together to 

report and investigate 

suspicious activity at a 

nuclear power plant
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Coalition Warfare Scenario Architecture
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Current XBIS Lab Sharing Technologies
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■ Cross-domain desktop 

– DoDIIS Trusted Workstation v3.4 and 4.1

– TCS SecureOffice Trusted Thin Client v1.3

– NSA High Assurance Platform –GD TVE 1.1 

– HP NetTop v1.3

■ Cross-domain, federated search and retrieval 

– MDDS: Vivisimo w/ TCS SecureOffice WebShield v2.4 

■ Cross-domain chat 

– Naval Research Laboratory Multi-Level Chat v1.0 

■ Cross-domain transfer (Guard technologies) 

– NSA Assured File Transfer

– BAE DataSync Guard 2.1

– ISSE 3.6

– OwlCTI One-Way Transfer

– Raytheon High Speed Guard v1.3.1 

– TCS Trusted Gateway Server v4.1.1
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Current XBIS Lab Sharing Technologies

9

■ Label-based database management

– Oracle 10g with Oracle Label Security

■ Policy-based encrypted email 

– Tumbleweed MailGate

■ Digital Rights Management

– Liquid Machines Enterprise RMS

■ Sponsor Projects

– UCore data sharing 

– BICES Federated Metadata repository

■ Secure operating systems

– Red Hat Enterprise Linux w/SELinux

– Sun Microsystems Trusted Solaris 8 

and Solaris 10 with Trusted 

Extensions

– BAE Systems STOP/XTS-400



© 2009 The MITRE Corporation. All rights Reserved.

MITRE Public Release Number 09-3152

XBIS Lab Future Plans

■ Expand experimentation capabilities

– Perform multiple simultaneous sponsor 
and internal research experiments

■ Expand suite of information assurance (IA) 
technical solutions

– In process

■ CDCIE Chat 

■ CD Web Services Gateway (CDWSG) 

■ Radiant Mercury 4.5

– Next priorities

■ eXMeritus HardwareWall 

■ OB1

■ Oracle CDSS

■ Integrate research results and prototypes, for example

– Cross-domain Identity and Access Management,

– Cryptobinding of security metadata

– Remote administration
10
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Questions?

LouAnna Notargiacomo, XBIS Lab Strategy

lnotargiacomo@mitre.org, 703-983-1046

Sheryl French, XBIS Lab Manager

sheryl@mitre.org, 703-983-2107

http://www.mitre.org/tech/xbis
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