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Using encryption on the Internet is the 

equivalent of arranging an armored car to 

deliver credit card information from someone 

living in a cardboard box to someone living on 

a park bench.

— Gene Spafford
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• Direct interface across multiple CNCI areas

• Active participation in Community CNCI 

efforts

• Provide facilitation role to Community

• Identify key supporting technologies / 

capabilities ICW NSA

• Assist in implementation of security 

technologies across the Community

UCDMO Interface with Comprehensive 

National CyberSecurity Initiative (CNCI)
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CYBERSECURITY INITIATIVES

INTERSECTION OF CNCI & UCDMO OBJECTIVES

CNCI OBJECTIVES

COMMUNITY 

ROADMAP 

OBJECTIVES

1. Trusted 

Internet 

Connections

4. Coordinate 

and Re-direct 

R&D Efforts

5. Connect Current 

Centers to 

Enhance Cyber 

Situational 

Awareness

6. Develop a 

Counter 

Intelligence 

Plan

7. Increase 

Security of 

Classified 

Networks

8. Expand 

Education

9. Define & 

Develop Leap 

Ahead 

Technologies

12. Extend 

CyberSec into 

Critical 

Infrastructure 

Domains

1. Migrate the CD 

Community to CD 

Baseline and 

Enterprise Services

X X X X

2. Ensure the 

effective and efficient 

use of CD Resources

X X X X X

3. Align CD 

Technology 

Development… of IC 

and DoD

X X X X X X

4. Ensure CD Policy 

and Governance 

supports Information 

Sharing Goals…

X X X X X
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Community Context
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Community Context
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Community Roadmap

Baseline 

Gap 

Analysis

R&D

Not Yet Available for 

Deployment

1

UCDMO guides R&D 

activities to spur innovation 

and fill functional gaps

CT&E

Not Yet Available 

for Deployment

2

UCDMO monitors 

CT&E activities to 

identify and resolve 

issues

Baseline List

Available for 

Deployment and 

Reuse 

(Operational)

3

UCDMO monitors baseline 

solutions to see if they 

remain qualified for the 

baseline

Sunset List

No Longer 

Available for 

Deployment

4

UCDMO tracks 

replacement, transition, 

or retirement of 

solutions

DoD & IC Requirements Summary

CD Gap Analysis

Future deliveries => Gaps with time durations
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PROPRIE

TARY

Common, Consistent, Coherent Policies

•Support to DNI led C&A Transformation activity to 

provide CD-specific input
•CNSSI 1253, Security Controls Catalog for National Security 

Systems

•CNSSI 1253A Working Group to develop Security Controls 

Assessment Guide

•CD Profiles that contain security controls for the 3 CD types 

(Transfer, Access, Multi-level)

•Investigating a Foreign Network Transfer Policy
•Foster a policy for releasing CD Test Data to 4/5 Eyes Partners

•Established a comprehensive CD Governance 

Framework
•Guidelines and charters to establish CD Support Offices 

(CDSO), Cross Domain Officers (CDO), and the CD Resolution 

Board (CDRB)

•DoD and IC CDSO Interim Guidance Memorandum
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PROPRIE

TARY

Common Policies and Processes 
are not enough

• We must also change the culture

– CDSOs

– CDRB

– Risk Executive

– CSTG

– CD Tech Cell

– CD Technical Forum
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• Duties

– Understand and implement new policies 

and processes

– Coordinate and prioritize agency specific 

Cross Domain requests

– Info System Security Engineer support on 

implementation details

– Player in the CD tech cell

– Manage the CD Roadmap for the 

organization 

– Architecture & Acquisition Strategy

– Manage agency/service specific CD 

connections

Cross Domain Support Offices (CDSOs)
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• Transition Plans for Sunset CD Devices

• Establish and support CDOs

• Support CD boards and technical groups

• Migrate current activities C&A activities to NIST 800.53

• Support community effort to develop a Consolidated 

DoD and IC CD Enterprise Services Strategy

• Provide POC/ Action officer to obtain Financial and 

programmatic CD Info

• Ensure Service CD Roadmaps are aligned with CD 

Community Roadmap and strengthen linkages to 

major programs

• Participate in CD Community Roadmap V2.0

Required CD Stakeholder Participation
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Any Questions….


