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Agenda

ÅTasking & preconceptions 

ÅAs-Is scenarios and themes

ÅIA Gold Standard Definition

ÅCapability-based maturity model

ÅRecommendations for way forward

ÅSummary
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The Tasking

ÅDefine the ñGold Standardò for Information Assurance as 

it applies to NSANet. 

ÅEliminate Bias & Preconceptions

ïTechnology alone is not the answer

ïTo do lists become shelf ware (list reports)

ïIA is a program é someone elseôs program

Synthesize how people do their jobs
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What is the NSANet IA Gold Standard?
Profound and Fundamental Change

1. An operational construct é equal in priority to NSA core 
missions.

- Incorporates DoD/IC/Fed vision into capabilities based maturity model

2. Supported by business processes and governance which feed 
the operational planning/execution cycle

3. Synchronized w/ (not competing against)  a corporate culture
which:

- Includes all employees in achieving the Gold Standard
- Civilian/Military/Contractors

- Decision makers, developers, users

- Adheres to, and enforces IA standards, balancing mission and IA

- Utilizes federated approach to delivering corporate cyber services
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NSANet Gold Standard Capabilities

Capability (Maturity Model) Gold Standard Characterization (Agile, Adaptive, Forward Reaching)

Enterprise Infrastructure Management Real-time situational awareness and configuration control of enterprise infrastructure

Vulnerability Detection Integration and correlation of full-spectrum vulnerabilities

Security Controls 
Corporate security services used enterprise-wide, with automated response and command & 

control

Threat Awareness & Intelligence Comprehensive threat profiles based on fused full-spectrum threat knowledge

Attack Sensing Advanced attack sensing and warning with full enterprise monitoring and automated reporting

Incident Response Integrated Cyber Operations within seconds; automated tasking

Investment and portfolio Risk-driven Portfolio Management

Risk Management Continuous risk management is an integral part of enterprise processes

Organizations & Authorities Operations leverage federated authorities to ensure cybersecurity in a blended mission space

Life Cycle Management Polices and processes ensure accountability and effectiveness

IA is a shared corporate responsibility Cybersecurity-minded culture, with fully-aligned operations and governance

Today's IA decisions must ensure the future 

mission of the enterprise
Decisions made with a speed of mission and cybersecurity balance
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Summary

ÅThe IA Gold Standard is the ability to unify and 

sustain our efforts é not just the deployment of 

technology

ÅThe way forward:   Use the Capability-based maturity 

model addressing systemic issues, executed through 

continuous planning methodology

ÅUnderlying themes point to Operations, Governance 

and Corporate Culture as our big targets to address 

via tactical COAs

ÅNSA/IAD creating a Gold Standard in IA for the 

Community
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DISCUSSION


