
UNCLASSIFIED

Approaches to Cross Domain 

Security Evaluations



UNCLASSIFIED

2

Risk

ÅRisk = [the likelihood of an event] X [impact of 
that event]

ÅWhatôs the [likelihood of a bottle being broken] X 
[Impact of it being broken]

ÅAn event can be considered a threat 
successfully accomplishing an action

ÅA Control mitigates (reduces) the likelihood 
and/or impact of the event (threat-action).

Does purchasing a second bottle mitigate the impact of one being broken?
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Certification of a Control

Å Security certification is a comprehensive assessment of the 

management, operational, and technical security controls in an 

information system, made in support of security accreditation, to 

determine the extent to which the controls are implemented 

correctly, operating as intended, and producing the desired outcome 

with respect to meeting the security requirements for the system.  

(NIST 800-37)

Å éwith respect to meeting the security needs of the system. 

Å éwith respect to mitigating the security threats against the system. 
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Certification of a Control

Å A Control is certified when it mitigates the threat/impact which 

necessitated its selection.

Å Example:

Å Threat

ïIf dropped during shipping, product may be damaged.

Å Control

ïPK-1 Products are packed with padding

ÅEnhancements designate material/thickness 

required
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Certification of a Control

ÅIn which implementations has the product been packed 

with padding?

ÅIn which implementations is the threat mitigated?

ÅDoes the implementation affect the level of mitigation 

(and therefore the risk)?

ÅIn which implementation is the Control certified?

ÅGranting reciprocity, means what?

1 2 3 4 5



UNCLASSIFIED

6

Compliance vs. Threat
(What does correctly implemented mean?)

ÅCompliance Testing

ïControl implemented in single instance/state

ïControl implemented in multiple instances/states

ïControl implemented in all instances/states

ÅThreat Testing

ïControl provides X% of threat mitigation

ïControl Mechanism is protected from change

ïControl Mechanism integrity/operation is monitored 

(anomalous operation is detected)
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Testing Comprehensiveness

Å AC-6 LEAST PRIVILEGE 

ï Control: The organization employs the concept of least privilege, limiting 

authorized access for users (and processes acting on behalf of users) as 

necessary, to accomplish assigned tasks. 

Å Test Case 1 ïUser has access as necessary  

Å Test Case 2 ïUser does not have un-necessary access 

Å Account Layer

ï #Tests = #Users(accounts) X #Processes

Å Process Layer

ï #Tests = #Processes X #Objects

4 Tests
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Assurance vs. Mitigation

ÅHow assured am I that something operates 

correctly?

ïAssured that it operates correctly

ïAssured that it will continue to operate correctly

ïAssured that itôs operation canôt be altered

ÅHow much threat mitigation is provided if

something operates correctly?

ïEven if assured of a security mechanismôs operation, 

how much mitigation is it providing?

ïIs that a Go/No-Go value, or a rating scale?
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Testing Protectiveness

Å AC-6 LEAST PRIVILEGE 

Å (1) The organization explicitly authorizes access to [Assignment: 

organization-defined list of security functions (deployed in hardware, 

software, and firmware) and security-relevant information]. 

ï Enhancement Supplemental Guidance: Establishing system accounts, 

configuring access authorizations (i.e., permissions, privileges), setting events to 

be audited, and setting intrusion detection parameters are examples of security 

functions. Explicitly authorized personnel include, for example, security 

administrators, system and network administrators, system security officers, 

system maintenance personnel, system programmers, and other privileged 

users. 

Å AC-3 ACCESS ENFORCEMENT

Å (5) The information system prevents access to [Assignment: 

organization-defined security-relevant information] except during 

secure, non operable system states. 
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Mechanisms Implementing Security Controls

Security Requirements Traceability Matrix
Unique 

No.
Security
Control

Source of 
Control

Allocated
Requirement

Design 
Spec.

Program 
Module

Test 
Spec.

Test 
Case(s)

Successful 
Test 

Verification

Modification 
of 

Requirement

Remarks

Objective 1:

Requirements Traceability Matrix

Security Control may trace to one or more Program Modules

The SRTM provides a list of Security Functions implemented in the system 

to achieve all the Controls required 

Are access to these functions explicitly authorized and enforced by the 

system?
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Testing Detective-ness

Å SI-4 INFORMATION SYSTEM MONITORING

Å (5) The information system provides near real-time alerts when the 

following indications of compromise or potential compromise occur: 

[Assignment: organization-defined list of compromise indicators]. 

Å (7) The information system notifies [Assignment: organization-defined 

list of incident response personnel] of suspicious events and takes 

[Assignment: organization-defined list of least-disruptive actions to 

terminate suspicious events].
ï Enhancement Supplemental Guidance: The least-disruptive actions may include initiating 

request for human response. 

Å (12) The organization employs automated mechanisms to alert 

security personnel of the following inappropriate or unusual activities 

with security implications: [Assignment: organization-defined list of 

inappropriate or unusual activities that trigger alerts]. 
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Indicators of Compromise

ÅChanges to configuration files

ÅChanges to code libraries

ÅChanges to executables

ÅChanges to system configurations

ÅChanges to network configurations

ÅAnomalous Activity?

ÅLack of failures?
Can these be tested?

Can mechanisms be implemented? 

What is a suspicious event?
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Test Location Issues

ÅLab Testing

ïCan break & rebuild system

ïLow risk of operational contamination (i.e. 

fuzz)

ïCan test pieces & parts

ÅSite Testing

ïExecute in real environment w/mitigations

ïUses Live Data
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Time & Resource Issues

ÅHow long should testing take?

ÅIf no problems are found, does that mean 

there are no problems?

ïShould we even be looking for problems, or 

just compliance?

ïWhat does compliance mean?

ÅGiven time & resources, whatôs the most 

risk managed approach to testing?
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Customer Hierarchy

ÅThe Accreditor is the customer of the risk 

assessment

ïThe Risk Assessment is the customer of the 

certification (evaluation) process

ÅThe certification process is the customer of the 

engineering lifecycle output.

ÅAssessing risk requires knowledge of the 

amount of mitigationðthe mitigation strength of 

the implementation mechanism)



UNCLASSIFIED

16

How much Risk?

RISK

RISK

ÅFinding Bad Things

ÅIncreases the Risk Space

ÅPen Test Priority

ÅFinding Good Things

ÅReduces the Risk Space

ÅSecurity Controls Priority
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Last fish in the Pond

ÅHow do you know when youôve pulled the 

last fish from the pond?

ÅIf you donôt find any exploits, does that 

mean there are no exploits?

ïHow much time was spent?

ïIf you find an exploit have you found them all?

ïIf you patch an exploit, have you patched all 

variants of it?

ïHow do you know all the variants?
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Security Strength

ÅStrong security designs are more resistant 

to exploit than weak designs.

ïExplicit allow better than explicit deny

ÅHow well is the system designed to 

mitigate threats?

ÅHow accurately did the system that was 

built match the design, and meet the 

ñsecurity requirementsò of the system?
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Priority?

ÅWith limits on time & resources

ïIs it better to look for exploits?

ïIs it better to determine strength?

Testing to determine the security posture 

of a system, versus testing to find holes.
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A note on Reciprocity

ÅA Communication Protocol?

ïReciprocity Standards

Accreditor
(Risk Accepter)

Evaluator
(Risk Assessor)

Evidence

Certifier

Control

Implementation
Threat

Mitigation

Mission

Protector


