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HALI | V|S|on / Charter

| h Hawaiian to English Translation
HALI'Il. A covering, spread; to spread as a sheet
i‘i A% ‘:i_i .\_d;d;“ ed I ‘_"-,“H{“l; 5:;: lniurm.:.(mn Integration Source — New Pocket Hawaiian Dictionary (Mary Kawena Pukui & Samuel H. Elbert
Vision
- Create an innovative “Center of Excellence” that delivers

state-of-the-art multi domain technologies to the DoD and
Intelligence Community (IC)

- Enable secure data sharing between key agencies and
organizations within the IC and DoD

- Develop a long term entity in Hawaii that supports local
missions and objectives

e Charter

- Expedite the building of technical solutions that enable users
to quickly and securely access and manage data across
multiple security domains and classifications
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o Strategy

- Deploy technical solutions to enable collaboration across the
U.S. Intelligence Community and, in some cases with our
coalition partners

« Become the “go to” source for cross domain expertise

e Ensure the integration of Information Assurance (IA) components
into every solution

e Provide high-quality Security Systems Engineering support
» Contribute to the National Cyber Security Initiative
- Provide an environment where traditional technology and policy

barriers can be overcome without the added burden of time,
distance and communications difficulties

- Build a shared resource in which all IC and DoD stakeholders can
share data and collaborate

- Enable those who build data and business services to
programmatically interact across the IC
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HALI | Stakeholders (Proposed)
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* NSA

« PACOM

« CYBERCOM
« DNI

* NRO

« DISA

« UCDMO

» DoDIIS CDMO
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Global Web Services Gateway Program (GWSG)

| NsAalB13 i | DAl )
Technical Direction and Execution Contract Execution g:ﬂgg
» Contract Monitoring « Contract Issuance and Management e
» Technical Guidance and Oversight « Contract Monitoring
 Facilitator of Technology Flow from HALI'I to » Technical Guidance and Oversight
Government « Task Prioritization
 Liaison between Key Government Agencies and
HALI'I to Integrate into the CDS Community
J J
T N [ —_— e ______________ N
AKIMEKA, LLC CDS Laboratory
AKIMEKA
g S

Principal Contractor

Management and Performance of CDS Lab
CDS Lab Infrastructure

Vendor Neutral Services

Strategic Planning for HALI'I

Independent Broker for Collaboration, Integration,
Development and Testing of CDS

J

Current Support to CDS Community
e CDS Test Lab Development and Sustainment

e Provide CDS Support to NSA, DISA, and UCDMO
— CDS Evaluation (ISSE/AFT)
— CDS Utilization Statistic Collection Study
— CDS ST&E Support Tool
— JFCOM File Transfer Feasibility Study
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Akimeka’s CDS Lab Architectures
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Ak1meka S CDS Laboratory

e Provides the IC and DoD with a variety of
opportunities including:

- Enable different organizations within the IC and
DoD to collaborate across domains

- Provide a common environment to evaluate and
provide comparable metrics for a variety of cross
domain solutions

- Physically and virtually co-locate security
domains within the lab to facilitate CDS test and

evaluation
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Ak1meka S CDS Capablhtles

e Vendor neutral engineering team not limited to a
specific technology or solution

« Engineering strengths in the areas of software R&D,
emerging technologies, and DoD/IC information systems
- Security systems engineering

- Custom software development on unusual platforms (e.g.,
embedded, appliance, or undocumented platforms)

- Applied research in XML technologies, operating systems,
virtualization, security

- Web Service enabled CD architectures and solutions between
multiple domains (JWICS, SIPRNET, NIPRNET)

o Strategic partner with IC & DoD (NSA, DISA and the
UCDMO)

« Historically proven ability to enhance vendor solutions
beyond original design parameters
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Ak1meka S CDS leferentlators

« CDS Lab

- One of a kind lab that provides a venue for comparison of traditional
system processing capabilities and supports development of enhanced
XML processing

- Significant hands on experience with currently fielded CDS and in-
depth knowledge of their capabilities

- Experience with the leading XML appliances

- Extensive experience with the installation, configuration,
customization and evaluation of the aforementioned guards and XML
appliances

 Knowledge of CDS Roadmap - Able to anticipate new requirements
and accelerate the delivery of improved cross domain solutions

« Capability to quickly assess customer requirements, determine
best architecture, develop, test and implement

e TS/SCI lab and cleared team
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NSA / DISA /UCDMO / DCDMO Support Going Forward

» Leverage Akimeka’s CDS Lab and expertise to provide enhanced
capability
e General support includes:
- Filter componentization
- Vulnerability testing
- Comprehensive National Cybersecurity Initiatives (CNCI)
- CDS gap analysis
o Akimeka’s CDS Lab - a representative Enterprise Service (ES) model
provides:
- Support for requirements of DISA’s Cross-Domain Enterprise Service
- CDS comparisons, analysis, recommendations, deployment architectures

- Common CDS toolset evaluation and development
 Remote management and monitoring
e RHR
e CDS ST&E support tools

- Field Support (Install, upgrades, etc.) - DECCs & RSCs

- DSCDS test and support




AKIMEKA | HIGH PRIORITY. HIGH IMPACT

Summary

« Program CDS initiatives are aligned with the Unified Cross
Domain Management Office (UCDMO) Charter

« Strategic partner with NSA and DISA

« Bridging the gap between fielded CDS and next
generation solutions

 Significant investment and CDS knowledge base with
Akimeka Team

« Work has gained significant recognition within the CDS
community

« Expediting cross-domain solutions for military and
intelligence communities

« Creating solutions that enable users to quickly access and
manage data from different classification levels
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Contact Information

Todd Lawson - PM IA/CD Solutions
tlawson@akimeka.com
808-442-7169

Chris Paris - Tech. Lead IA/CD Solutions
cparis@akimeka.com
808-442-7116
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Current CDS Initiatives

o ISSE/AFT testing
- Joint DISA/NSA project

- Two phased test

e Phase 1 - Establish capacity of an ISSE based solution for
a one-way low-to-high transfer of various file types via
email

e Phase 2 - Measure ISSE and AFT in an FTP configuration

- Providing information to assist DISA’s Enterprise
Service
 Scalability options and design
« |ldentification and tuning of limiting factors
e Portal integration design
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 Transfer CDS Utilization Gd P
- DoDIIS CDMO project EDMO=-
- Investigate ways to obtain utilization information
from each of the following:

» Secure Office Trusted Gateway (TGS)

e Radiant Mercury

 ISSE

e TENIX 1GB Interactive Link Data Diode

e Multi-Domain Dissemination System (MDDS)
e Tumbleweed MailGate
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o CDS ST&E Support Tool
- NSA 1813 project
- Provide an intuitive user interface to be
used for standardizing testing of data
flow across different CDSs
- Assists CDS accreditors in conducting ST&E

- Potential customers include:
e DISA CDES
e DODIIS RSC
e DIA IA2
e NSA
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Current CDS Imtlatlves (Cont’d)

« JFCOM Feasibility Study {wrE
~ DISA IA32 Project -

- NIPR web portal automatically replicated
onto SIPR via CDS

- Perform assessment to determine if project is
achievable with current technology within
current security constraints

- If achievable outline recommended way
ahead






