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Protecting and Defending the 
GIG Net-Centric Environment

ÅThe GIG will be a high priority target and will be 

constantly threatened from a variety of adversaries

ïGreater interdependence and interconnectivity of systems will 

open new avenues of attack, insider threats and misuse

ÅIA is both an enabler of new and enhanced Net-Centric 

capabilities and the set of capabilities that counter the 

increased threats

ÅIA must evolve from system-high ñperimeterò protection to 

an ñEnterprise IAò protection model

ïHigh water mark approach insufficient in environments where the 

users have varying levels of trust and their systems have varying 

levels of IA capabilities and trust

IA is a critical element of DoDõs Net-Centric Vision



IA Component of the GIG 
Scope 

Å Describes the set of IA operational capabilities and system functions 
(ñthe whatò) required to operate in a net-centric environment

ïProvides ñframeworkò and high level IA capabilities

ïGuides consistent incorporation of IA content into ñdocuments of 
standingò

ï Includes environment considerations for strategic and tactical

ï Technology and implementation independent

Å Proposes a transition strategy for incrementally realizing GIG IA 
operational capabilities and system functions 

Å Does not dictate implementation solutions, funding or schedules - it is 
not an implementation plan or roadmap

ïGIG IA Portfolio Management Office (GIAP) responsible for DoD program 
synchronization and funding

Å Ongoing Systems Security Engineering (SSE) efforts are defining 
approved implementation options (ñthe howò)



The IA Protection Model
Must Evolve 
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DoDôs Evolving Security Model Enables Secure Information Sharing



ÅTransactional Information Protection

ïGranular end-to-end information protection with enhanced access 
controlsto enable assured information exchange within the variable 
trust net-centric environment

ÅDigital-Policy Enabled Enterprise 

ïDynamic response to changing mission needs, attacks, and systems 
degradations through highly automated and coordinated distribution 
and enforcement of digital policies 

ÅDefense Against an Adversary from Within 

ïPersistently monitor, track, search for, and respond to insider activity 
and misuse within the enterprise

ÅIntegrated Security Management

ïDynamic and automated net-centric security management 
seamlessly integrated with operations management

ÅEnhanced Integrity and Trust of Net-Centric Systems 

ïRobust information assurance embedded within enterprise 
components and maintained over their life cycle

IA Component of the 

GIG Integrated 

Architecture

Version 1.1

Enterprise IA 
Strategy (End State)



System-high Service
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ÅSingle-level, periods processing

ÅConcurrent single level

ÅMLS services, thin clients

ÅMulti-level Security (MLS) clients

Privileges, Access 

Policy, Environment 
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Critical Dependencies

ÅRobust identities and privileges

ÅRobust mechanisms to control access to 

multiple levels of information

ÅObject level labeling with robust binding of 

labels to objects

ÅImproved trust in computing platforms; multi-

level processing and fusion where required

ÅEnd-to-end information protection

ÅImproved insider/misuse detection
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Trustworthiness of COTS computing platforms must be increased to allow 
them to perform security critical functions and defend themselves in the GIG
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intrusion 
protection

Maintain separation 
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Increment 2

Increment 1

ÅImproved Software Assurance

ÅAbility to segregate information at 
differing levels of sensitivity

ÅAbility to protect themselves from 
internal and external cyber attacks 
(e.g. remote Internet attacks, 
malicious code, etc.)

ÅImproved life-cycle protection 
(design, manufacturing, shipping, 
operation)

ÅCOTS hardware and software 
deployed through technology refresh

Critical Dependencies

Trusted computing platforms will 
allow greater reliance on software-

based IA functionality



Custom Platforms 
and Filter Sets

Standardized 
Hardened 
Computing 
Platform

User and Control flows

Labeled Information 
Repository

Standardized 
Content Filters

Malicious 
Content Filters

User/Device 
Privileges

Coordinated Cross 
Domain Policy

Coordinated Cross 
Domain Policy

Information 
Request

Access PolicyUser/Device 
Privileges

Label

Point Solutions 
Deployed Between 
Security Domains

Standardized 
Solutions Deployed 
in ñGuard Farmsò

Transactional Cross 
Domain Access 

Decisions

400+ Solutions

ñA Thousand 
Flowers 
Bloomingò

Remote Monitoring 
and Configuration

Label

Current Increment 1 Increment 2
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Transition to the GIG end-state 
requires an evolving role for cross 

domain connectivity



Increasing IA Robustness, Integration and Capability

Phased transition with increasing 
levels of functionality, robustness, 

and integration
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Operationalizing GIG IA
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GIG Security Engineering requires a balanced top down/bottoms up approach

NSA Systems Security Engineering Services

ÅCapability-focused Systems Security 
Engineering 

ÅIA capability and enterprise interoperability 
analyses

ÅHigh-level (enterprise) design guidance

ÅIA Architectures

ÅProgram-focused Systems Security 
Engineering 

ÅSecurity design guidance and implementation 
support during system acquisition 

ÅInformation Assurance Operational Support

ÅGuidance to fielded systems to maintain system 
assurance

ÅLife-cycle Risk Management

ÅThreat, vulnerability, and risk assessments


