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CD Community Goals

» To foster seamless information sharing throughout a diverse
user community across the widest variety of domains. The CD

Community goals are:

— (U) Ensure secure, robust and flexible CD capabilities are available and

extensible to share information among a wide range of mission partners;

— (U) Ensure that CD technological developments are timely, responsive and

aligned with transformational initiatives;

— (U) Ensure CD investments fill capability gaps, minimize redundant
activities, increase efficiency and support the timely migration to the CD

Baseline and ES.
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UCDMO CD Investment Strategy

Cross Domain Investment Strategy

DoD & IC Investment Summary

CD Investment
Recommendations

D40 & IC Cross Demain
Investment Summary
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Consistent with DoD GDF of Balanced Investment Strategy

ODNI CIO Portfolio Management Objectives
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* Impact
v'"Reduce duplication
v'Ensure CD capabilities available when needed
v'ID and Fill capability gaps and/or reduce time to field

v'Support timely migration to enterprise service delivery of
capabilities

* Three Key UCDMO Deliverables
v'UCDMO Cross Domain Roadmap
v'DoD & IC Investment Summary
v’ Investment /Realignment Recommendations
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~ Sources of Capabiliies

« CD Requirements stated in different contexts
throughout the IC and DoD: Operational,
Architectural, Performance, Security,
Functional, Technical, Programmatic

« Sample of Sources:

— 2006 Department of Defense Chief Information Officer Strategic Plan Version 1, Cross-
Domain Functional Area Analysis, 2007, Defense Intelligence Integrator’s Guide, 2007,
Department of Defense Directive 8320.2, Dec 2, 2004, Data Sharing in a Net-Centric
Department of Defense, DIA Strategic Plan FY 2006-2011, Director of Central
Intelligence Directive 8/1, Jun 4, 2004, Intelligence Community Policy on Intelligence
Information Sharing, DoDIIS Cross-Domain Strategic Plan, 2006, DoDIIS Cross-
Domain Annual Plan, 2006, General Defense Intelligence Program (GDIP) IT Strategic
Plan FY 2008-13, April 2006, Information Assurance Component of the Global
Information Grid Integrated Architecture, Version 1.1, 2006, Information Assurance
Strategic Plan for DoD SCI Enterprise, Oct 2004, Information Sharing Environment
(ISE) Implementation Plan, Nov 2006, The National Intelligence Strategy of the United
States of America;Transformation through Integration and Innovation, Oct 05,
Universal Joint Task List, 2006, GIG IA ICD, US JFCOM Warfighting Collaboration
Requirements Ver 3.0, NSA Dissemination Modernization ICD, NSA Dissemination
Modernization Increment 1 ICD, E-Space ICD, ReBA CDD, ICEA.
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UCDMO Req TT

Capabilities are derived from DoD & IC
VALIDATED REQUIREMENTS

Summary was VETTED with Joint Staff
and IC to ensure accurate capture of CD
requirements

Unified Joint Task List (UJTL)

Operational Requirements

=

Functional Needs

% DoD & IC Required CD Capabilities
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Initial Gap Analysis Process |

Started with initial list of 37 required CD capabillities

Compared required CD capabilities against 15 Baseline
Cross Domain Solutions

« Limited the scope to accredited capabilities of the CDS absent other
external capabilities

RESULTS

13 Technical Capability Gaps and 2 Policy Gaps
Additional refinement of the CD capabilities list was required
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Technical Cross Domain Gaps

« Gaps were found in the following areas:
— Electronic Mail with Attachments
« Capability to exchange electronic mail with a variety of attached file types.

— Shared workspaces

« Capability to use shared collaborative workspace tools between multiple
domains.

— Direct Database Queries

« Capability to directly query databases and retrieve content across security
domains

— Subscribe/Distribute info. Feeds

« Capability to subscribe to information feeds, and capability to distribute
information based on those subscriptions.

— Transfer streaming data

« Capability to transfer streaming digital data (audio, video, or VOIP) across
multiple security domains. (High Bandwidth, Low Latency)

— Attribute Based Access Control

« Capability to determine the release ability of a product based on data owners
release and handling instructions as well as organization's release policies.

— Audio Conferencing
« Capability to audio conference with multiple domains 9
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Technical Cross Domain Gaps (cont’'d)

« Gaps were found in the following areas:

— Video Conferencing
« Capability to video conference with multiple domains.
— Transfer I&A credentials

« Capability to provide appropriate identification and authentication credentials
to external resources in another security domain, when those external
resources require client I&A

— Centralize audit information

« Capability to centralize audit storage and management, ideally to a single
audit for all domains.

— Remote software updates

« Capability to perform remote updates of workstation software; ideally from a
single update server for all domains

— Centralized IT (DNS, DHCP, etc)

« Capability to provide time service, DNS, DHCP, etc to all security domains
within the organization, ideally from a single source.

— Centralized backup and restore

« Capability to backup and restore data across multiple domains from a single
infrastructure.
10
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Pollcy SpeC|f|C Cross Domaln Gaps

 Error Notification

— Capability to notify analysts (and security administrators) of errors during
the import of data.

— Capability to notify producers, data owners, and security administrators of
errors during the review and release process.

« Remote CDS Administration

— The capability to monitor and manage the CDS via networked administrative
console(s)

11
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Community Vetting

« 3 Community Teams (Led by UCDMO) Refined Capabilities
Result: Accurate Definitions and Traceability

|

7 'f :

e Q\iéﬁ// UCDMO Data Collection
QQ\§W/( > & Analysis
IS NS

¢ Data Review Sessions < |

DODIIS/CDMO DoD MITRE
Group A (13 functional areas):

* Move Data (7 functional areas)

+ Collaboration (6 functional areas) Phase 1 Group A GroupB | GroupC
(~ 10/2008)
Group B (9 functional areas): ~ 11/2008 Review Meeting
* Centralized IT Management (7 functional areas)
« Other (2 functional areas) Phase 2 Group C GroupA | Group B
(~ 11/2008)

Group C (9 functional areas):
» Content Inspection & Release (7 functional areas)

~ 12/2008 Review Meeting

* Remote Access (1 functional area) Phase 3 Group B Group C [ Group A
» Centralized Repository (1 functional area) (~ 12/2008)
~ 1/2009 Cumulative Review Meeting 2
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Cross Domain Capabilities Taxonomy

Assured Cross-Domain
Information Sharing

Overarching
Capability
(GC)

Security Controls
Capabilities

Mission
Capability
(MC)

Network Reduction

Desktop Reduction

Functional
Capability
(FC)

Capability Operational
Area (CA) Capabilities
_____  p——— PP P —— [ P — P D —
| | . | i | | jon |
Move Data Collaboration I Centralized IT |  !Content Inspection !
| | | Management | | and Release |
L) I [ I _——— e -
. . Centralized Enforce
Subscribe/ Ethange Electronic IT Services Reliable Remote
Import Data Mail w/ Attachments Review CDSs
. . Centralized . Administration
Export Data Slng‘Ie EIect‘ronlc Backup and Mahuou_s Content] Repositories
Multi-Domain Restore Prevention Remote
Transfer Inbox ; IT
Streaming Conduct Instant Centralized Perform . )
Data onduct Instan Cross-Domain Attribute-Based Administration
I\C/Iss?aglng & Text Audit Access Control
ha y Centralized utomated Policy
Shared Workspaces Monitoring Enforcement
Video & Audio Error
Conferencin . i
"9 Notification Allow Policy
Override

Application Sharing

Perform Cross-
Domain ID,
Authentication,
& Attribute
Management

Policy Management
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CDS Operational Capabillities

MOVE DATA

=

. Subscribe/Import Data Feeds

2. Export Data

. Transfer Streaming Data

COLLABORATION

. Exchange Electronic Mail With Attachments

. Single Electronic Multi-Domain Inbox

o | 01| | W

. Conduct Instant Messaging And Text Chat

7. Shared Workspaces

8. Video and Audio Conferencing

9. Application Sharing

CENTRALIZED IT
MANAGEMENT

10. Centralized IT Services

11. Centralized Backup And Restore

12. Centralized Cross-Domain Audit

13. Centralized Monitoring

14. Error Notification

15. Perform Cross-Domain ldentification, Authentication, & Attribute
Management
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CDS Operatlonal Capabllltles (Cont)




Road Ahead

Next Steps
« Perform complete Gap analysis of Baseline, CT&E
and R&D List

* Focus R&D Efforts towards programs that promise
to fill gaps

16
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Gap Analysis Refinement |

« Gap analysis required evidence to support:

— Traceability of sub-Requirements to overarching
Capability
— Traceability of Product functionality to Capability

* Led to use of requirements gathering tool
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~ Gap Analysis Refinement
Where We Started

TECHNOLOGIES

65 Cross Domain Solutions
3 Groupings
- Access
- Transfer
- Multi-Level
Multiple Versions
Varying Stages
- R&D
- CT&E
- Baseline

REQUIREMENTS

Gathered from DoD/IC
community

Vetted by 3 community
teams

Represent user needs

Focus

- Assured Cross Domain
Sharing

- Operational

7 Core Areas

26 Core Capabillities

493 Ability Statements

18
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T ap ANaySIS Relnement:
Where We Are Now

Current CDS Inventory

10%

O Access
B Transfer
O Multi-Level

Community Needs

» Desktop Reduction

* Network Reduction

» Multi-Level Data Repositories
* Remote Access

Initial Analysis

* Majority Transfer Devices
» Access Devices Low Numbers

Road Ahead

« Comparison beyond Baseline
* R&D Programs to fill gaps

Warfighter Priorities

» Streaming Data

* Email w/Attachments

» Export Data

» Centralized IT — Remote IT Admin
 Audio/Video Conferencing
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UCDMO Developer Days |

Purpose & Outcome

« (Gain a better understanding of R&D efforts
 ldentify upcoming technologies/programs
 ldentify gaps in technology that be filled/unfilled

* Provide feedback to developers to improve solution
« Gain knowledge on emerging technologies

« Establish relationship with developers

 ldentify duplicate programs

UNCLASSIFIED
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e
S Functional 3
/?\\I Testing
//, - Assessment Labs

* Functions as Advertised
» Feedback Loop

Developer Da

* Risk Assessment
SME Pane

* ISSE Services
* Integrity Check

"« |dentify Promising Solutions
» Spot Duplicate Programs
* Keep Community Informed

 Configuration Mgmt

' _ * Integration
* Solution Answers Requirements * Lifecycle Mgmt
* Meets Capability Gap

» Forecast End of Life /
« Upgrades « Certified \\

~~.+ Transition to New Technology - Baseline

—

Developer

Sunset List Reuse List
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Questions

22
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Contact Informatlon
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101891618310 1010 18310 1851018510510 1851048510 1801018
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a

S
QC)

2401 3731 0796/97(commercial)

emergingsolutions@ucdmo.gov
www.ucdmo.gov
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‘Requirements Summary/Baseline Gap Analysis

D O O D

1. SUBSCRIBE/IMPORT DATA FEEDS Hx

=
4. EXCHANGE ELECTRONIC MAIL WITH ATTACHMENTS
3. TRANSFER STREAMING DATA
15. PERFORM CROSS DOMAIN I&A AND ATTRIBUTE
MANAGEMENT R
6. CONDUCT INSTANT MESSAGING AND TEXT CHAT :\“h\
2. EXPORT DATA %
8. VIDEO AND AUDIO CONFERENCING
13. CENTRALIZED MONITORING
18. PERFORM ATTRIBUTE-BASED ACCESS CONTROL %

[
5. SINGLE ELECTRONIC MULTI-DOMAIN INBOX %
10. CENTRALIZED IT SERVICES %
11. CENTRALIZED BACKUP AND RESTORE
16. ENFORCE RELIABLE REVIEW LEGEND: USG Agency
17. MALICIOUS CONTENT IDENTIFICATION h
25. NETWORK REDUCTION %
26. DESKTOP REDUCTION %

1. Not releasable information
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