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Decomposition Analysis |

A ldentify & visualize core capabilities and
functionality groupings

A Determine relationships and sequencing

A Capture and incorporation of subject matter
expert (SME) input

A Useful in determining UCDMO redundancies
and gaps

A Beneficial in providing UCDMO decisions

founded on documented findings and SME
supported recommendations
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CDS Operatlonal Capabllltles

MOVE DATA

CENTRALIZED IT
MANAGEMENT

1. Subscribe/Import Data Feeds

2. Export Data

3. Transfer Streaming Data

10. Centralized IT Services

11. Centralized Backup And Restore

12. Centralized Cross -Domain Audit

13. Centralized Monitoring

14. Error Notification

15. Perform Cross -Domain ldentification, Authentication, & Attribute
Management
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CDS Operational Capabilities (Cont) -




Why the CDS Capabilities Study?

A Capabilities Study: .
| Documents CDS capabilities e
I Vets & validates CDS requirements

| Results allow us to match
requirements & capabilities in order to
find the best solution that will fulfill
mission needs.
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Requirements, Capabilities, & Gaps
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A Gaps: CDS capabilities that are not met by a CD
solution = GAPS

UNCLASSIFIED



Capabilities are derived from DoD & IC
VALIDATED REQUIREMENTS

dado 919

Summary was VETTED with Joint Staff
and IC to ensure accurate capture of CD
requirements

UCDMO Req TT

Unified Joint Task List (UJTL)

Operational Requirements

% Functional Needs
% DoD & IC Required CD Capabilities
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Capabillities Study I History

A Surveyed IC & DoD Community documentation &
vetted to determine required capabilities list (2007)

ADevel oped a CD fiCapabil]
mapped specific capabilities into classes &
categories (2008)

A Community Vetting, 3 SME Panels: DoD, IC, and

FFRDC (2008) (reason 31 capabilities were a large task,
so we divided into 10) (continuous revision)

A Decomposition Analysis- (2009)
I ldentify & visualize core capabillities
I Determination of relationships & sequencing
I Capture & incorporate SME input
I Solicit Vendor Capabilities (2009 7 current)
I Next Step i Complete Gap Analysis
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Community Vetting

A3 Community Teams (Led by UCDMO) Refined Capabilities
Result: Accurate Definitions and Traceability

|

G }

=N oot
SR ;/\ UCDMO Data Collection
@\@’ / & Analysis

\»}-\Nzi G
{

\>\\/ N
t Data Review Sessions < I
DODIIS/CDMO DoD MITRE
Group A (13 functional areas):
AMove Data (7 functional areas)
ACollaboration (6 functional areas) Phase 1 GroupA | GroupB| GroupC
(~ 10/2008)
Group B (9 functional areas): ~ 11/2008 Review Meeting
AcCentralized IT Management (7 functional areas)
AOther (2 functional areas) Phase 2 GroupC | GroupA| GroupB
(~11/2008)
Group C (9 functional areas): ~12/2 Review Meetin
AContent Inspection & Release (7 functional areas) 200 REVE ceting
ARemote Access (1 functional area) Phase 3 Group B Group C| GroupA
ACentralized Repository (1 functional area) (~ 12/2008)
~ 1/2009 Cumulative Review Meeting |0
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Cross Domain Capabilities

Taxonomy

Assured Information
Sharing Cross
Domain Capabilities

Cross Domain
Security Capabilities

Functional Capability
(FC)

2.3. Conduct
Instant Messaging
and Text Chat
2.4. Shared
Workspaces

2.5. Audio &
Video
Conferencing

2.6. Application
Sharing

3.3. Centralized
Cross Domain
Audit

3.4. Centralized
Monitoring

3.5. Error
Notification

3.6. Perform
Cross-Domain
Identification,
Authentication, &
Attribute
Management

Attribute Based
Access Control
4.4. Automated
Policy
Enforcement
4.5. Allow Policy
Override

4.6. Policy
Management

[so}

o

<

:?g Cross Domain

o .

=4 Operational

8 Capabilities

>

2 [ [ [ . — | | |

© . .0 - Conten -

o - 3.0 - Centralized . 5.0 - Remote 6.0 - Centralized

© - o

8 % 1.0 - Move Data || 2.0 Collaboration IT Management Inspection & Management Repository 7.0 - Other

c< Release

g 1.1Subscribe / 2.1. Exchange 3.1. Centralized 4.1. Enforce 5.1. Remote CDS | | 6.1. Multi-Level 7.1. Network
Import Data Electronic Mail IT Services (e.g., || Reliable Review Administration Data Repositories | | Reduction
Feeds with Attachments DNS, DHCP) 4.2. Malicious 5.2. Remote IT 7.2. Desktop
1.2. Export Data 2.2. Single 3.2. Centralized Content Administration Reduction
1.3. Transfer Electronic Multi- Backup and Prevention
Streaming Data Domain Inbox Restore 4.3. Perform

Refer to
CNSS
Specification
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" Why is a Taxonomy Important?

k
+ Real Life Examples

— Towing Capacity
« My requurement is to be able to tow 16, OOO pounds -
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Decomposition Worksheet = |

Core Area 7.0 - Other Incoming Outgoi Bornraris
Phase-3 Adjudicated Ability Statements Relationships ng
¢y 7.2. Desktop Reduction Need to add/link "Ability for a user
Capability to interact with multiple domains from a to access information on a
single workstation. Objectiv.e is to dynamically interact desktop based on individual
hetween two or more domains (e.g. access, transfer, AL
multidsvel). attributes” -- Identity,
Authentication, Authorization

7.2.A1: Ability to access data in multiple domains [A3, A7, A8, A9 No Output - Final Stage
on a single desktop
i7.2.A2: Ability to post data to multiple classified |A3, A4, A5, A6 No Output - Final Stage
domains on a single desktop
7.2.A3: Ability to discover the highest level of A1, A2
accessible classified domain based on
environmental attributes on a single desktop
7.2.A4: Ability to redact / sanitize information in A2
preparation for movement to other domains on a
'single desktop
17.2.A5: Ability to cut / paste information across A2
classification domains on a single desktop within
established parameters
7.2.A6: Ability to drag / drop information between A2
classification windows on a single desktop within
» nl\ 1. Move Data / 2. Collsboration £ 3. Centralized IT Mgmt £ 4. Content Inspection /5. Remote Mamt £ 6. Cent. Repaository 7. Other /| < >

UNCLASSIFIED
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Decomposition Flow Chart

A3
Ability to discover the
highest level of
accessible classified
domain based on
environmental
attributes on a
single desktop

lDesktop Reduction (7.2)

A8

Ability to mount /

dismount peripherals
from different

A7
Ability to view data
_ from multiple
classification enclaves
simultaneously on a
single desktop

classification levels
from a single
desklop

AS
Ability to browse an entire
file structure from one
application to discover data ;

in its native classification

environment from a

single desktop

A1
Ability to access
data in multiple
domains on a
singie desktop

A2
Ability to post data
#to multiple classified &
domains on a
single desktop

14
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Decomposition Results |

A Started with initial list of required CD capabilities

A Eliminated redundant capabilities and reduced list to 26
capabilities in 7 (realigned) core areas:

I 1.0 Move Data - 5.0 Remote Mqt.
I 2.0 Collaboration - 6.0 Central Repository
I 3.0 Centralized IT Mgt. - 7.0 Network & Desktop Reduction

I 4.0 Content Inspection

Way Forward
A Use DOORS to further analyze capabilities list

A Request capabilities input from CD Vendors (complete)
I To Date: 40 CDS Program Offices & Vendors

15
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Operational
Mission
Requirement

One Way
Transfer High
to Low of

Digital
Streaming
Data
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Capabillities Analysis |

A TASK i Link CDS to capabilities to provide sound
recommendations

A TOOL 1 Requirements Mgmt software

A REQUIREMENT i Provide traceability matrix; identify
dependencies

A OUTCOME i The ability to specifically recommend a CDS
tailored to a customers needs.
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PROVIDES ABILITY TO MAKE INFORMED RECOMMENDATIONS

IN A TIMELY MANNER
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STEP_Components |

Visio
[llustration

Visio lllustration Provides:
AVisualization of core capabilities,
functionality groupings, products,
technologies, and functional
grouping capabilities
ADetermination of relationships and
sequencing

System
Technology
Evolution Plan
(STEP) Process

Word
Document

Spreadsheet

Data
Aln-depth narrative of STEP purpose and AAdditional textual information on all Visio
objectives with executive summary elements
AGranular description of core capabilities ACapture and identification of supporting
and functionality areas documentation & subject matter expert input
Aldentification of associated AEase in porting into a database format

documentation, SME input, meetings, etc.
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