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AGENDA

* The Early Years— 2003 and Prior
— Computer Security Act
— GISRA
— FISMA

 The Middle Years 2004-2008
— NIST RMF
— Early Continuous Monitoring Efforts

* Beyond 2008- ?
— FISMA |
— Consensus Audit Guidelines



THE EARLY YEARS

PreFISMA 2002

e SSAA — Certification — ?
— Burdensome Documentation
— Certification in Isolation
— Authorization absent ROI
— OneAuthorized System in 3 years




E EARLY YEARS

T

FISMA 2002

Pre-Certification __. Certification —
— Accreditation _., Post Accreditation

* Envelops Certification in Business
Oriented Process

— System Owner Categorizes System
— Integrated Risk Management Throughout

— Authorization Based on Risk
Management versus Risk Avoidance



THE EARLY YEARS

Critical Juncture!

®
%

e Separated Risk Assessment from
Certification

— Created an Accreditation Division

* |[ssues
—Certi f1 er S Recomme

— Certifier Feedback to System Owner
Before Risk Assessment

— Risk Analyst Lack Technical Knowledge



THE EARLY YEARS

How Did it Work?

Initial Risk Assessment
— Identify Vulnerabilities and Threats

Cer t 1TdcHniealrRisk$Assessment
— Mitigation Prioritization

System Risk Assessment

— Vulnerabilities remaining

— Residual Risk ¢
Final Risk Assessment 4
— Cost Quantified f
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SAMPLE
Residual Risk

Observation OBSERVATION High (1.0) or MAlngh'L%gif'M) RATING
(Threat-Vulnerability Pair) Medium (0.5) or g’ (I—RXIM)
Medium (50) or _
Low (0.1) or Low (10) Product =
None (0) 0,1,5,10,25,50,100
1 Password controls are not 0.1 10 1
enforced
5 Qontmgency Plan 1 100 100
incomplete
n

Total Risk Rating

(sum of individual
observations)




SAMPLE

Cost of Further Remediation

: OBSERVATION ) 1
Observation # (Threat-Vulnerability Pair) REMEDIATION Estimated Cost*

FAM Guidance implemented. Further effort
Password controls are not

1 enforced (12 FAM 623.3-1) is unI|I_<er to result in additional risk N/A
reduction
2 CelEey [PIEw Develop contingency plan $25,000
imcomplete
n

TOTAL ESTIMATED COST

*1 AlLow Risk Rating for any single risk will not be cost analyzed (per NIST SP 800-30)

*2 N/A =not applicable



SAMPLE

Cost to Recover If Residual Risk Is Realized

Observation #

OBSERVATION
(Threat-Vulnerability Pair)

IMPACT

COSTTO
RECOVER

Password controls are not

Failure to enforce Department standards

(Cost to recover

1 leads to unauthorized access and loss of ) .

enforced . o . . information)

confidentiality and integrity.

Contingecy Plan Mission failure due to information e (@A) BT e
2 . L for system restore

incomplete unavailability.

from backup.

n

* N/A =not applicable




THE EARLY YEARS

Accreditation Decision

 Decision based on return on
Investment

 Compliant with OMB guidance for risk
management based authorizations

* Balanced business need with
information protection




THE MIDDLE YEARS

Early Continuous Monitoring

* Significant Change e nE e
—What Wasn’' |==5 ... =
— Who Would Tell? T e
+ SP800-53 i

— Introduced Traceability
— Critical/Volatile Controls
* Risk Management Framework
— Cyclical
— But How is it Applied?




BEYOND 2007

Why was this a Problem?

Adversaries and organized crime can
change threat<aster than the
United States can currently adapt

protectionsfor federal civilian

digital infrastructure (and key
sectors).
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BEYOND 2007

CL{a! 52Say Q&napssots L]

PROCESS AND COMPLIANCE DRIVEN:

1. a! Yy V dystédms inventory

2. ol yV ttidg €

3. C&Aeveryd U K N&nfs ¢

4. POAMs @ v dziF NII SNI & €
5. Train 2 YV OS  (awarerfess) NE
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BEYOND 2007

A Case Study on
Defensive
Cyber Strategy



BEYOND 2007

Consideration of change could
follow for:

1. Cyber Legislation
2. Defensive strategy
3. Information & Tools
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BEYOND 2007

1. Cyber Legislation (alternative)

a/ hb¢Lb

D0OS case study approach:

Scan for vulnerabilities —COﬂtInUOUS|y
Tag weak configurations —each 15 days
Rank/fix worst problems first —daily
Publish grades (A+ to F minus) — monthly
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BEYOND 2007

. USAID 2 yUSAID
— 8000 people

— 72 overseas locations
— FY 2003 to present

* Department of State
— 52,000 people
— 260 overseas and 40 CONUS locations
— FY 2007 to present (risk grading)
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BEYOND 2007

2. Defensive Strategy

a. Remove all
threatening
digital foot-holds

and cracksised to
attack the Department

of State beginning
with the greatest
risks first

b. Track progress

18



BEYOND 2007

Why?

e combatants with the fastest
“Ob s eQ@rigne— Decide —
Act” c¢c¥ycl e win.

* Organized crime and adversaries
can adapt cyber threats faster
than U.S. government and
business can counteract them

* 80% of attacks leverage known
vulnerabilities

* DoS attacks map to CAG factors

1 . .
“* OODA” | 0 0 p BoyddTéesFighter PiloeWho Ghamged the Art of

} War, by Robert Coram



JEYOND 2007/

-
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3. Information & Tools

Timely & Targeted d Prioritized

2 The One to One Fieldbook: The Complete Toolkit for Implementinga 1to 1
Marketing Programby Don PeppersMartha Rogers andBob Dorf
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http://search.barnesandnoble.com/booksearch/results.asp?ATH=Don+Peppers
http://search.barnesandnoble.com/booksearch/results.asp?ATH=Martha+Rogers
http://search.barnesandnoble.com/booksearch/results.asp?ATH=Bob+Dorf

Embassy Tool In Use gy~ Printed 03/25/09

Risk Score Advisor

The following grading scale is provided by Information
Assurance and may be revised periodically.

Site Risk Score 9,640.9 Average Risk Score
Hosts 194 Atleast Less Than Grade
. 0.0 400 A+
Average Risk Score 49.7 400 750 A
Risk Level Grade A 75.0 1100 B
. . 110.0 1800 C
Rank in Enterprise 81
180.0 2800, D
Rank in Region 7 280.0 4000 F
400.0 - F-

The -Site Risk Score was calculated as follows:

Risk Avg [ % of
Component Score Host Score How Component is Calculated
* Yulnerahility 14506 7.5 15.0 % From .1 for the lowest risk vulnerability to 10 for the highest risk vulnerability
Patch G450 3.3 6.7 % From 3 for each missing "Low" patch to 10 for each missing "Critical” patch
Security Compliance 25803 13.3 26.8 % From .9 for each failed Application Log check to .43 for each failed Group
Membership check
Anti-Yirus 2.364.0 12.2 24 5 % & per day for each signature file older than & days
S0E Compliance 35.0 0.2 0.4 % & for each missing or incorrect version of an S0OE component
AD Computers 112.0 0.6 1.2 % 1 per day for each day the AD computer password age exceeds 35 days
AD Users 250.0 1.3 2.6 % 1 per day for each account that does not require a smart-card and whose password
age = 60, plus 5 additional if the password never expires
SMS3 Reporting 2,110.0 10.9 21.9% 100 + 10 per day for each host not reporiing completely fo SMS
iv'ulnerahility Reporting 86.0 0.3 0.6 % After a host has no scans for 15 consecutive days, 5 + 1 per 7 additional days
Security Compliance 380 0.2 0.4 % After a host has no scans for 30 consecutive days, 5 + 1 per 15 additional days
Reporting
Total Risk Score 9,640.9 49.7  100.0 %
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Results inl2 Months

1,200.0

1,000.0
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BEYOND 2007

Origins of DoS Continuous
Monitoring

2002 2003 2004 2005 2006 2007 2008 2009

I-Post -SMS | ° Apat_d:/,
* Anti-Virus
(IRM/GPS) * Active Directory ...
Tenable * Vulnerability » DoS Risk
(DS/SI) * Configuration Mang. Score
Manager
Site * Score all weaknesses
Scoring * Monthly grades
(USAID) * Letters to Management
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BEYOND 2007

Conclusions

New law should call for continuous monitoring

— Mobilizing to lower risk is feasible & fast
(11 mo)

— Changes in 24 time zones with no direct
contact

— Cost: 15 FTE above technical
management base

Defensive strategy of State has proven results
Targeted and timely information is key
Concepts are adaptable and scalable
Technique could benefit other federal/private
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DoS Support of Wider Use

Sharing information rather than providing
service delivery to others

Dedicated teams under contract would be
made available to the level of funding given

Access to State Department implementation
in rotational assighments with clearances

Space would be provided to the limits of
availability



