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Overview

A Diverse Enterprise Message Validation, Conversion, and Routing System
I Support for several Legacy Formats and Protocols
I DISA Certified for Defense Message System (DMS) Connection

I Participating in the Intelligence Community (IC) Information Transport
Service (ITS) architecture pilot

A DCID 6/3 Certified at Protection Level 4

I TSABIT Top Secret / Sensitive Compartmented Information (SCI) and
Below Interoperability

I SMART.neXt v3.0 is included on the Unified Cross Domain Management
Office (UCDMO) list of approved cross domain transfer mechanisms

A v3.1 is in the process of being vetted for inclusion on the list
A v4.0 is included on the R&D list

Multiple Format PL4 Cross Domain Solution
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Current Releasei Deploying

A DCID 6/3 PL4 Accreditation
I Sponsored by NPES PMO jointly with DIA
I V3.1 C&A Completed January 2008
I V3.1.P2 site ATO issued April 2009
I Certificate to Field in July 2009

A DISA Certified MFI
I DISA fielding approval as a Non-Core DMS MFI
I Fielding Approval received February 2009

A EAM / NC3 Hybrid Solution Approval received August 2009

Current Release
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SMART.neXt 3.1 A

Components

SMART.neXt Component Categories

Base System/PL4 Components
A Required with all Installations

Optional Components
A Depends on Mission Requirements

Base PL4/System Components

Core
A Communicates with the other Components via a secure XML API
A Provides message validation, routing, scanning, and access control
A Provides audit storage and audit reduction/query tools

Audit Component

A Collects operating system audits from various sources (BSM, Syslog,
Firewall) and sends them to the Core for storage

Integrated Firewall

A Provides Internet Protocol (IPE level filtering of network packets to
prevent unauthorized access to the system
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Base System Components- Core, Audit, and Firewall

Trusted Solaris 8

Firewall |

A Trusted Solaris 8
g core
A Integrated IP Filters Firewall A i
s Validate
A Policy-based Mandatory Access Control Q’;FW w‘*
Scan
: : g Filter
A Fine-grained privilege management -l Roue
A Integrated malicious code scanning (McAfee)
A Connection to other Components via SMART.neXt XML API (SSL over TCP/IP)
I The API can also be used by external systems to connect to SMART.neXt
A Message validation and routing
A Audit Storage and Retrieval

i Configurable to collect the following audits:
A BSM, Syslog, SMC, Firewall
A Monitor configurable list of system files for changes
A SMART.neXt related activities

i Export audits to CD-RW or DVDRW

I Audit Reduction Tools
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Components

Optional Components Depending on Mission

Legacy Component
Support mission applications that continue to require legacy-

formatted messages and protocols
DMS Component
A Interface to the Defense Message System (DMS) messaging domain.
A Provides message conversion for the DMS ACPL20 format

NDS Component
A Ingest of specific NC3 community legacy messages

Archive Component

A Provides shortterm storage and retrieval of messages passing
through the SMART.neXt Core

Optional Components Based on Mission
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Optional Components - Legacy

Formats
A JANAP/ACP-128
A DOI-103/DOI-103M
A DD-173
A ACP-127
A ACP-127 State

T

o o Io Do Do P>

Interface to Legacy Messaging Applications (e.g. M3, IESS,
Pathfinder, Nova, NPES, News Dealer, others)

DSSCS and GENSER Formats
TCP/IP and Serial Protocols
PLA download

Content-based routing
Message Archive and Retrieval

SMART:Mail available for Message Generation & Receipt
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A Additional

SMART.neXt 3.1

Optional Components - Legacy- SMART:Spooler

f or mat s

NORTHROFP GRUMMAN

supported I n

SMART:Spooler Serial Appliance
I Additional message formats can be supported without code changes

Milstar Category 2 EAM

Milstar Category 1 EAMs

Milstar EAM Queue

Milstar Operational

Milstar Operator Coordination
Milstar NEREP

Milstar NECOS/BMT Alternate

SHF GSM 1, 1 Subsequent

SHF GSM 2,3,4,8

SHF GSM 5,6,7

MWTTY ASCII

STRBSUB Submarine Report-Back
DSCS CINCNET Category 1 EAM
DSCS CINCNET Category 2 EAM
DSCS CINCNET Operator Coordination
DSCS CINCNET Operational

DSCS CINCNET EAM Queue

Milstar Category 2 EAM

UHF GSM 1, 1 Subsequent, 2,3,4,8

UHF GSM 5,6,7

MMRT MEECN Mode 15 (Clear) Message

MMRT MEECN Mode 9 MMPM-Encoded Message (page
1)

MMRT MEECN Mode 9 MMPM-Encoded Message (page
2-5)

MMRT MEECN Mode 9 MMPM Message Summary

MMRT MEECN Mode 9 (Special) Message

MMRT HIDAR Long Message

MMRT HIDAR Short Message

HIDAR MMPM for the E-4B

VLF Clear (MM15) Category 1 EAM

VLF Special (MM9) Category 1 EAM
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Optional Components- DMS

A Interface to the DMS
Messaging Domain

A X.4007 DMS protocol

A Message Conversion for the
ACR120 format

A DISA Certified Non-Core MFI

A Supports Text & Binary
Attachments

A Proxy Fortezza Support for
Encryption / Decryption

NORTHROFP GRUMMAN
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Optional Components- NDS

A This component is specific to the
NC3 community

A GNT Interface: Nuclear Detonation
Report & Status Messages

A CPS Interface: YZ18 NUDET &
CM38 Status Messages

TCFIIP
(s0cket-
hased)

. PrivateNetwork N\ . / .

k’{/ Ch CuIITaSteIral

FTP
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SMART:Spooler SMART.nexXt e

Server
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Optional Componentsi Archive Component

A Short-term Message Archiving & Retrieval of Messages passing
through the SMART.neXt Core

A Designed for Operator Retransmission
A Typical storage is 30 days

A Legacy Component has separate archive for Legacy to Legacy
traffic

SSL API
Core —
Message

Identify Archive
Access \——/) Validate )

Control /gt )
) \——4/) Scan




13

SMART.neXt 4.0

NORTHROP GRUMMAN



SMART.neXt 4.0 A

What 6s New
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Will be providing an IC DMS Guard between JWICS and SIPRNet for the DoDIIS
architecture

Enhanced Guard Functionality
i Direction Based Access Control (DBAC)
i Dirty word search
I Attachment filtering
I Review queue
I Virus quarantine
I DMS specific requirements

Daemon Mode Virus Scanner Supporti Clam AV
I Improves performance when scanning attachments

Northrop Grumman R&D
I Data Component: Support for cross domain file transfer in addition to messages

I Profiler Component: Flexible content-based routing of messages based upon
established profiles

Development is complete and undergoing DISA and DoDIIS testing in final
preparation for CT&E
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Architecture

. Cipher Servers |
Trusted Solaris | |

Firewall | | = Required for PL4
DMS
Component
SSL API
/ SSL API
udi ACP-120 X.400
B8 (P1) TCP/P
tor Core rchi

=SL AP Acces Identify Validate ) SSL AP
| s S a\la/e/ Auto-Route
Queue Manager \w w» | Profiler

. \ iay Foreign Rel
Filter Systems
: Route |
SSLAPI \ SSL API
Data Component l Legacy Component —
7
Transports
File | EE | other NDS Application

File System / JMS/Application GNT/CPS |
NAS / NFS Server

Top Secret
Systems

15



16

SMART.neXxt 4.0

Corei Direction Based Access Control

A Direction Based Access Control (DBAC) Policies
allow administrators to configure guard checks
based on the direction of the message/data
flow.

A Utilizes the concept of an enclaveto partition
components into security domains

A DBAC Policies include two new checks
i Dirty Word Search

A Used to scan messages/data for
unauthorized words instead of relying
solely on the security label

I Attachment Filtering

A Used to block, remove, or force review
of messages/data with configured
attachment types

i DBAC Policy

l/ General |/ Dirty Word Search |/ Attachment Filtering |

Source Enclave :

Destination Enclave:

Description

HighHet

-

LowHet

-

Faolicy for High to Low messages

OK

Cancel




SMART.neXxt 4.0

Corei Dirty Word Search

A All message fields available for scanning

I Fields to scan is configurable
T Includes text and binary attachments

I For binary attachments, only text fields in the binary
attachment are scanned (e.g. comments, descriptions)

I Message fields also scanned for embedded encoded data
(i.e. Base64, UUEncode)

A Each DBAC policy can maintain a separate Dirty Word list

A Import/Export functionality allows for maintenance of a single
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expression list to share with all sites

A Dirty Word Search Policy allows the administrator to configure
the disposition of the message if dirty words are found

A Scanning utilizes the Open Source Lucene text indexing &
search engine

4. DBAC Policy

General Dirty Word Search rnﬂachmem Filtering |

l’Scanning |/Wurds |

Message Fields to Scan
Al
]

Oo0dgdagd

O

Scan Fields for Encoded Binary Data

Initial Scan Threshold: [20.0 |

Detailed Scan Threshold: (o 25 |

r Disposition

[Review ]

Queue: ‘RE\.-‘iEW | = ‘

Editable

Releaseable

OK | | Cancel




SMART.neXxt 4.0

Corei Attachment Filtering

NORTHROFP GRUMMAN

A Filter messages/data based on attachment type using advanced data

recognition and validation

4 re X
FORTONE [oamemee - | A DBAC Policy used to define rules between different Enclaves.
Po— .. | A Collections (i.e. ZIP) are recursively expanded and scanned
S s = A Dispositions are configured to handle attachment appropriately
S— i Allow
i Drop (Removes the attachment) O r—
- a— A Optional notifications to recipient Ganeral | Data Speciicaton
and originator Weme e

i Reject entire message/data
i Review (Force Human Review)

A Format Builder used to manage attachment descriptions
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i ldentification rules, Structure rules, Validation rules
T In most cases, code changes not required for new Formats

i Import/Export capabilities allows Formats to be defined once and
shared with all sites

i Authority to add or modify Formats can be locked down and changes
are audited

Rudes:
whexdity
structuee

Description
IPEGLIFF Image farmat

» Enablod
e Type:  shimge>
Focma s Collection | Compressed

Expanson Applcation:

Applcation Arguments:

Add..
Duplicate...
Progertes.,
Restnmas
Import..

Export...




SMART.neXxt 4.0

Queue Manageri Review Queue

A Queue Manager provides a Review Queue that allows operators to view messages that fail

one of the various guard checks such as:

NORTHROFP GRUMMAN

=
A Access control

A V| rus scan = E?";‘j: r@;‘;:‘? SR

A Attachment filtering policy [ v

A Events and Queues are configurable Qs
i Mul tiple queuesoaltiao
i Allows for processing of urgent issues first

A The operator can take action on the message
i View
Edit
Release

‘| Releasable: tue

| Edtitable:

| Dty words:

o| Attachmments: false

| Queus Reason: Diry Ward Search Failure

Release To Queue: [CH=SIPRRNET_DMS]

Routing: false
Attachmerts: true
Message: false

Reason Details:

Message Element:

Message Body (20080331 2020235820000).Content

"OUMBY ME"
FPEARL

,
; |J
SMART .neXt Queue Manager, version 4.0
File Edit Tools
‘| security errors
[ reporterrars : Precedence From Subject Received
Priarity |PACIFIC L1 PEARL HARE. |UNCLAS TEST MESSAG . (31 Mar 2008 20:20:23 GMT
[ pracessing errors |
[ attachrments erars | |
curity errors i
Message ID: 200903312020237420000.1
Report: false

Re-run failed checks

7 | Connectedto Core

All actions and events are audited

|
1
1
I Delete
:
1
I Optional notifications sent to originator and recipients

A Can be run locally or on a separate system, such as a Windows PC, on the SMART.neXt

local private network

A Facilitates Human Review of attachments

I Third-party scanning software could be utilized for attachment review/cleaning

19




SMART.nexXt 4.0 NORTHROP GRUMMAN

Profiler Component

A Provides for Information Sharing / Auto -Routing

i | A Administrator interface for Subscription/Auto -Routing

Feld  [MessageSubject . rules creation

workisy it Te—— I It does not permit end user subscription creation

~* | A Supports Open Source Lucene Profiler
S A Only for messages routed through the SMART.neXt Core
Delete

A Legacy Component provides autcrouting for Legacy
messages

® AND OR
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Data Component

_ o TNASTNFS
A CrossDomain Native File Transfer
i Format Recognition and Validation (Format Builder) S
I Highly configurable; Formats and Rule Sets can be added Data Component
without software development in most cases SSLlAPI
A Allows multiple plug-in style transport methods to implement Core
native protocols T 'di'ﬂi/ Validate
I A generic file-based/directory transport was developed 3’“_”2'/ iii_lt‘/
using Northrop Grumman research funding as a starting e fi”,/
point | vt g
A Available in v4.0 but not planned for Certification and SSL\API
Accreditation until v5.0 Data Component
Transports
File

File System /
NAS / NFS

Flexible Support For Data Exchange
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SMART.neXt 5.0

NORTHROP GRUMMAN
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SMART.neXt 5.0 R —

In Development

A Support for Solaris 10 with Trusted Extensions

A Expanded Hardware Support
I Support for new T2 SPARC processors
I X86 Support for Data Transfer
I Protogate Serial Appliance
A Replacement for the aging CNS CommServer

A Additional Data Component Transports
I Decision Agent Secure Transport (DST)
I Java Message Service (JMS)

A Generic XML support

I Support XML formatted attachments/data in a manner not requiring
software changes

A Throughput enhancements
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Future

A Participating in Intelligence Community pilot project for the future of
official information exchange

A Performance, scalability, and failover enhancements

A Migration towards a Service Oriented Architecture (SOA)
I Allows SMART.neXt to serve as a guard in any SOAenabled architecture

A Cross Domain File Transfer
I Support for additional protocols

A SE Linux Support

A Integrateable Guard
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SMART.neXt Capabilities Roadmap

2009

2010 :
|
I
I
I
I
|
|
|
|




