A N NESEIS A C O N F ETR EENEaat

UCDmoD

1-4 August 2011 | Chicago, IL

MEEPING PAROE WITH CYBER A CROSS DOMAIN PERSPELCTIVE

CD Community News

June 2011
Volume 1, Issue 1(Rev. B)

[A quarterly newsletter from the Unified Cross Domain Management Office (UCDMO) for members of
the DoD and IC Cross Domain (CD) Community.]

From the Editor

This inaugural issue of “CD Community News” is the first in a series of
Inside This | quarterly newsletters aimed at increasing DoD and IC awareness of key
nsiae this Issue cross domain-related initiatives, technologies, and events. One of the
From the Editor UCDMO’s objectives is to incorporate within each issue of this
newsletter specific information (e.g., feature articles, key dates,
2011 UCDMO Conference upcoming events, etc.) submitted directly by members of the CD
Community.
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Capabilities Portfolio Q&A )
“Who are the members of the CD Community?” you may ask. In

CD Enterprise Investments general, the UCDMO considers the CD Community to be comprised of
those DoD, IC, and Strategic Partner organizations that research,

CD Community Calendar develop, test, implement, fund, acquire, operate, maintain, and/or
guide CD solutions and services to support the information sharing needs
of various end-users (e.g., war fighters, intelligence analysts, etc.).
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Referenced on the last page of this newsletter are several methods for
contacting the UCDMO. We invite your input/submissions for future
issues and welcome your suggestions on potential ways of improving this
newsletter.

2011 UCDMO Conference

The Unified Cross Domain Management Office (UCDMO) is pleased to
announce our 5th Annual Conference, which takes place on August 1 - 4,
2011 in Chicago, Illinois. This year’s theme is “Keeping Pace with Cyber
2011 Annual UCDMO — A Cross Domain Perspective”.

Conference,

Keeping up with the rapidly changing information sharing environment
August 1 — 4, Chicago, IL that cyber aware customers demand is a tremendous challenge for
everyone in the DoD and IC. It is imperative we work together in seeking
common, collaborative practices to the many challenges this task
requires.

Please see 2077 UCDMO Conference on page 2
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2011 UCDMO Conference from page 1

During this conference attendees will be presented with information on how the cross domain community is
addressing this challenge.

Through our four tracks, attendees will have opportunities to learn about: moving the communities to the
Enterprise, training the Cyber Aware Workforce, going beyond the baseline towards a capabilities portfolio,
and how the Cross Domain Implementation Framework (CDIF) will enable reciprocity.

Register for the 2011 UCDMO Conference at www.ncsi.com

Capabilities Portfolio Q&A
Q: What is the “Capabilities Portfolio”?

A: The Capabilities Portfolio contains information on all known cross domain
(and cross domain-related) technologies and solutions.

Q: What is the primary purpose of the “Capabilities Portfolio”?

A: The Capabilities Portfolio is maintained by the UCDMO and is intended to
be used by government system engineers, architects, and others to
support information sharing and access requirements.

Q: How is the Capabilities Portfolio organized?

A: The Capabilities Portfolio is comprised of a number CD solution lists. The
“Baseline List”, “Sunset List”, and “Research and Development List” are
three of the portfolio’s primary lists.

“The Capabilities

Q: How does each of these lists differ? Portfolio contains

A: The Baseline List includes those CD solutions that have been evaluated information on all known
against a set of UCDMO-defined security-related criteria and have cross domain (and cross
received endorsement for re-use in prescribed configurations. The Sunset domain-related)
List includes those CD solutions that are no longer available for technologies and
deployment. The Research and Development List includes those CD solutions”

solutions that are currently in various stages of development and have yet
to be certified for the Baseline List.

Q: What type information do the Capabilities Portfolio “Information Sheets”
typically provide for select CD technologies/solutions?

A: In addition to providing an overview of the solution, the Capabilities
Portfolio “Information Sheets” (sometimes referred to as “Fact Sheets”)
also provide information on each solution’s US Government sponsor,
accredited instantiations, architecture (HW, SW, 0OS), accredited domains,
ports, protocols, file types, services, and configurations.

Q: Where can | view the Capabilities Portfolio and obtain additional details
on it?

A: The initial version of the Capabilities Portfolio is accessible via SIPRNet
on the UCDMO Intelink portal http://www.intelink.sgov.gov/sites/ucdmo



http://www.ncsi.com/
http://www.intelink.sgov.gov/sites/ucdmo
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CD Enterprise Investments
Cross Domain Enterprise ICD - Receives JROC Approval

As you may or may not be aware, the Cross Domain Enterprise Initial Capabilities Document (ICD) was
approved by the Joint Requirements Oversight Council (JROC) in January 2011. This ICD serves as a
validated source of requirements for cross domain capability gaps within the DoD and IC communities.
The ICD can be used to help justify future work and investment recommendations necessary to achieve
enterprise-level cross domain information sharing.

POM-12, RMD-700 Cross Domain Activities

During the end of FY10, the UCDMO submitted a paper during DoD’s FY2012-2016 Program and Budget
Review (PBR) Issue Nomination process [Program Objective Memorandum (POM-12)] to address funding
shortfalls for critical COCOM gaps in the area of Cross Domain Information Sharing. The Issue Paper was
well received by the Director, Cost Assessment and Program Evaluation (CAPE). However, during this
time, the Cross Domain Enterprise ICD was not yet approved. In addition, CAPE required more analysis
be performed on the proposed issue. As a result of the Resource Management Decisions (RMD) that
came out of the PBR Issue Nomination Process, the DoD CIO, in coordination with USSTRATCOM,
USCYBERCOM and DISA, was tasked (designated RMD-700 Study) to develop an approach to provide an
enterprise-based solution that allows information transfer between at least the NIPRNet, SIPRNet, and
JWICS. A report will be delivered to CAPE in Q4FY11. The RMD-700 Study Team is making great
progress on the report. The team has developed an approach, and has performed some analysis on
some proposed solutions. The intent is to use this approach and analysis to inform the POM13 Issue
Paper.
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POM13 Issue Paper - Enterprise Cross Domain Services

A joint UCDMO and DISA issue paper is being prepared for submission into the Program and Budget
Review (PBR) Program Objective Memorandum (POM13) Issue Submission Process to address funding
shortfalls in the area of cross domain information (file) transfer capability. The issue paper is being
prepared based on guidance and input from the RMD-700 Study Team.
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CD Community Calendar (Key Upcoming Events)

1 21022 June 2011 -- UCDMO Access Solution Developer Days

1 21 622 June 2011 -- Cross Domain High Robustness Tiger Team

T 25029 July 2011 -- MNIS Cross Command Conference

1 1064 Aug 2011 -- UCDMO 5th Annual Conference

1 15 018 Aug 2011 -- DISA Customer Conference

I 7-8Sep2011 -- UCDMO Enterprise Portals Developer Days

1 19 Sep 2011 -- UCDMO Oversight Panel Meeting

1 20 022 Sep 2011 -- 2nd Annual NSA Trusted Computing Conference

Questions, Feedback, Newsletter Submissions:

ho N
@—) 1 Via NIPRNet (email): info@ucdmo.gov (www.ucdmo.gov)
AHln QJ d 9 Via SIPRNet: [Please select the “Contact Us” tab on the UCDMO website

(www.ucdmo.icms.smil.mil)]

UCDMO 1 Via Phone: (240) 373-0796
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