
  

The Unified Cross Domain Management Office 

(UCDMO) Establishment Memo, co-signed by the 

ASD(NII)/DoD CIO and ADNI&CIO, identifies one 

of the three primary functions for the UCDMO to 

be: "Developing and managing a CD Roadmap 

identifying short, medium, and long term capabili-

ties".  This document is an executive overview for 

version 1.0 of the CD Community Roadmap.   

The Roadmap describes a way forward so that 

CD activities satisfy information sharing require-

ments, reduce duplication of effort and ensure CD 

capabilities are available when needed.  The 

Roadmap also provides the approach to improve 

CD technologies and identify modular compo-

nents, technologies, and capabilities needed to 

meet unified requirements, to include those of the 

emerging Enterprise Service (ES) architectures.  

CD services are a critical enabler for implement-

ing the President’s National Security Strategy 

goal of information sharing.  The work of the 

UCDMO, coupled with support from the commu-

nity, will make great strides in reaching that goal.   

GOAL 

Develop and manage a Cross 

Domain (CD) roadmap identify-

ing short, medium, and long term 

capabilities 

 

THEME 

Building Bridges for Secure 

Information Sharing 

 

AUDIENCE 

CD Community consisting of all 

elements of the IC / DoD with 

systems or requirements to 

communicate across or be-

tween multiple security do-

mains.  
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Version 1.0, 13 June 2008 
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Information Technology Solu-
tions 

ASSUMPTIONS 

The Roadmap documents the 

approach for developing CD 

capabilities, implementations 

and investments in order to 

address today’s CD gaps as 

well as those gaps identified in 

the near (1-2 years) and mid 

term (3-5 years).  The next 

Roadmap release will expand 

on mid and long term (5+ 

years) CD capabilities.  

 

Author i ty  

The UCDMO was established 

in July 2006 under the purview 

of the ADNI and CIO and the 

ASD (NII) / DoD CIO  to pro-

vide centralized coordination 

and oversight of all CD activi-

ties. 

 

VISION 

The overarching vision is to 

foster seamless information 

sharing across dynamic Com-

munities of Interest (CoI) in 

alignment with the future 

Global Information Grid (GIG) 

and Single Information Envi-

ronment (SIE).   
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To achieve these goals, the UCDMO 

identified the following four CD Commu-

nity Objectives. 

1. Migrate the CD Community to the 

CD Baseline and ES  

2. Ensure the effective and efficient 

use of CD resources  

3. Align CD technology development 

with the near, mid and long term 

information sharing needs of the IC 

and DoD  

4. Ensure CD policy and governance 

supports information sharing goals 

of the Community and keeps pace 

with emerging technology and archi-

tectures 

A major community initiative involves 

the transition from legacy P2P CDSs to 

Baseline and ES.  Every cross domain 

connection introduces a risk to the net-

works and the data.  CDSs are complex 

and require lifecycle support, such as 

installing security patches and updating 

malicious code software inspection 

mechanisms. Most customers want the 

capability to share information across 

the domains. Establishing CDES will 

begin to resolve these issues.  Synchro-

nizing technology development with the 

CD information sharing needs of the IC 

and DoD community will require invest-

ment planning and collaboration be-

tween the customer, tester and devel-

oper.  Otherwise, CD technology devel-

opment will fail to deliver the necessary 

capabilities within acceptable cost, 

schedule, performance and risk. Align-

ing CD policies among Agencies should 

allow for an unprecedented level of 

trust, reciprocity, and cultural alignment 

for unambiguous information exchange.  

The UCDMO is chartered to lead the 

alignment and integration of joint DoD 

and IC CD policies, procedures, proc-

esses and standards.  Policy activities 

include: providing common security 

measures for data, system and network 

protection; increasing awareness of situ-

ational and global risks; defining com-

mon dialect and engineering practices; 

and developing standardized, available, 

and visible CDES. 



  
Information Technology Solu-
tions 
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Commun ity  Dr ivers 

The lack of adequate CD 

mechanisms and common 

policies, standards, and prac-

tices significantly impacted our 

Nation’s ability to deliver infor-

mation when and where it was 

needed.   

 

Commun ity  Roadmap 

The CD Community will 

achieve success when all part-

ners work toward a common 

goal of enhancing our informa-

tion sharing capabilities by fully 

supporting the initiatives out-

lined in this Roadmap.  

 

 

 

 

FIGURE 1 

Current CD problem space. 
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Too often, customers looking for an information 

sharing bridge would develop another stove-piped 

solution. CD requestors typically waited one to two 

years for a certified and accredited solution. The 

CD Community was plagued by inconsistent secu-

rity practices and suffered from excessive duplica-

tion of capabilities while failing to address critical 

technology gaps.  
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APPROACH 

This strategy describes the 

approach for achieving the 

vision, goals and objectives set 

forth in this Roadmap.  In order 

to accomplish the four Road-

map objectives, the UCDMO 

identified activities, key tasks 

with deliverables, and prelimi-

nary performance measures 

for each objective.  

 

SUCCESS? 

The UCDMO developed some 

preliminary performance meas-

ures for each objective.  We 

intend to refine the perform-

ance measures associated 

with each objective in the next 

version of this Roadmap.   

 

FIGURE 2 

CD Roadmap Execution Strat-

egy 
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The UCDMO developed the Roadmap 

in four phases— Identify Dependencies 

and Interdependencies, Conduct Capa-

bilities-Based Assessment, Develop 

Execution Strategy, Execute  (Manage, 

Measure, and Revise). 
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PROBLEM 

Many CDSs are currently de-

ployed as Point-to-Point solu-

tions across DoD and IC net-

works, providing limited infor-

mation sharing capabilities to 

users.  Each point-to-point 

(P2P) instantiation requires 

significant personnel and fund-

ing resources to support onsite 

operations, configuration man-

agement, and annual certifica-

tion and accreditation to en-

sure it is operating as ap-

proved.   

 

 

 

 

 

ACTIV IT IES 

Activity 1.1—1.3 
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Objective # 1: Migrate CD Community to 

Enterprise Services or Baseline Solu-

tions 
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PROBLEM 

The current portfolio of CD 

activities and initiatives lacks 

the necessary coordination to 

ensure the best mix of CD 

Baseline capabilities are avail-

able to the customer in a timely 

manner.  

 

ACTIV IT IES 

Activity 2.1—2.6 

 

 

 

Objective # 1: Migrate CD Community to 

Enterprise Services or Baseline Solu-

tions 
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Objective # 2: Ensure the effective and 

efficient use of CD resources 
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Objective # 2: Ensure the effective and 

efficient use of CD resources 
�
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 Objective # 2: Ensure the effective and 

efficient use of CD resources 
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Activity 2.6 consists of developing an 

investment strategy that will layout the 

future investment options in developing 

and delivering CDS to the DoD and IC 

community.  The investment strategy 

will identify costs, benefits, obstacles, 

resources, funding sources and short-

falls. 

The CD Investment Strategy is provided 

to the CIO Oversight Panel and has 

three components: 

· The CD Community Roadmap  

· Quarterly Investment Summaries 

(first published in March 2008) 

· Investment Recommendations 

Identifying sources and amounts of 

funds used in CD activities is a daunting 

challenge because the budgets and the 

requirements/acquisition processes do 

not typically call out specific monies 

used for CD activities.  Although realisti-

cally the UCDMO will probably never be 

100% successful in identifying all funds 

used for CD activities, the UCDMO uses 

several methods to ferret out the infor-

mation we need to make practical in-

vestment recommendations:  
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PROBLEM 

Capability gaps exist when an 

organization isn’t able to per-

form a process, service and/or 

function due to a missing capa-

bility, such as not being able to 

collaborate remotely across 

organizations/agencies due to 

missing collaboration software.  

Technology gaps result from 

newer, state-of-the-art tech-

nologies not being fully devel-

oped, tested, mature and ready 

for production.   

 

 

 

 

ACTIV IT IES 

Activity 3.1—3.6 
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Objective #3:  Align CD capability devel-

opment with the near, mid and long term 

requirements of the IC and DoD 
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 Objective #3:  Align CD capability devel-

opment with the near, mid and long term 

requirements of the IC and DoD 

 

 

Objective # 4:  Ensure CD Policy sup-

ports information sharing goals of the 

Community and keeps pace with emerg-

ing technology and architectures 
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PROBLEM 

Disjointed CD policies among 

Agencies hinder the  level of 

trust, reciprocity, and cultural 

alignment for unambiguous 

information exchange.   

 

ACTIV IT IES 

Activity 4.1—4.4 
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BACKGROUND 

The UCDMO identified and 

assessed capabilities that 

support CD information sharing 

needs for the IC and DoD.  

After establishing this compre-

hensive set of operational CD 

capabilities, the UCDMO 

evaluated Baseline CDSs 

against these capabilities to 

determine gaps.  The next 

steps are to develop invest-

ment recommendations and 

execution plans that address 

those gaps.  

 

 

 

 

FIGURE 3 

Capability and Program Re-

quirements Matrix  

4 

����������	
� 
��������	
Each Baseline product was evaluated 

for its ability to perform each of the origi-

nal capabilities.  This analysis was lim-

ited in scope to the accredited capabili-

ties of the CDS absent other external 

capabilities.  The Gap Analysis identi-

fied 14 Technical Capability Gaps, one 

partial gap, and two Policy Gaps.  

 

UCDMO surveyed the COCOMs and 

the IC to determine their top five priori-

ties of the 31 capabilities.  This aggre-

gated data helps us determine if the 

current inventory is meeting the most 

pressing community and war-fighter 

needs, and shows us where to focus our 

attention to eliminate gaps.  long term 

information sharing needs of the IC and 

DoD 
	

���� �$ �#* �0&�*�� �#* -�7$���#- �8�-�$ ����9*�0 �����$ � ����&� 9�$��� *#�� �*������&0��
 �'��� ���

8.�#�6#���6"?���#2��6�2"��5C���'2��5�
C""�#� X X X X X

&.�%�#2��'2'�2���"%�#�2���"# X X X X X

B.��"3�1"�G�2��#%"��C�"���"��%�"52# x x x x x

E.���%��2��'2' x x x x x x
A.�"H%��2��'2' x x x x x

I.�2�'5#C"��#2�"'��5>��'2'� x x x
J.�%"�C�������##����'�5��-'�'5��

'22��6�2"��'5'>"�"52� x x x

:.�"H�@'5>"�"3"�2��5����'�3�;�2@�
'22'�@�"52#� x x x x x x

F.�#�5>3"�"3"�2��5����56�H��5
���8� x x x x

89.���5���2��5#2'52��"##'>�5>�'5��
2"H2��@'2 x x x x x x

88.�#@'�"��;��K#%'�"#� x x x x x x
8&.�'�������5C"�"5��5>� x x x x x x x
8B.�1��"����5C"�"5��5> x x x x x x x

8E.��"52�'3�L"���2�#"�1��"#���5#+�
�@�%� x x x

8A.��"52�'3�L"��6'�K�%�'5���"#2��" x x x

8I.��"52�'3�L"�����##����'�5�'���2 x x x x

8J.��"52�'3�L"����5�2���5> x x x
8:.��"��2"���#�'���5�#2�'2��5 x x x x

8F.��"��2"��2�'���5�#2�'2��5 x x x x
&9.�"�����5�2�C��'2��5�

&8.�"5C���"��"3�'63"�@��'5��"1�"; x x x x

&&.��'3�����#���52"52�%�"1"52��5 x x x x

&B.�%"�C����'22��6�2"�6'#"��'��"##�
��52��3� x x

&E.�@���"5���52"52���"52�C��'2��5 x x x x

&A.�"5C���"�'���52"52�%�3��G x x x
&I.�'33�;�%�3��G��1"����" x x

&J.���3"#��'5'>"�"52 x x
REMOTE 
ACCESS &:.�'%%3��'2��5�#@'��5> x x x x x x

CENTRALIZED &F.���32�3"1"3��'2'��"%�#�2���"# x x x x x
B9.�5"2;��K��"���2��5 x x x x
B8.��"#K2�%��"���2��5 x x x
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The histogram in Figure 4 shows the 

relative distribution of capabilities as the 

COCOMs and two federal agencies pri-

oritized them.  This drawing is simply a 

representative display to show which 

capabilities were most often cited 

among the Top 5 priority lists.  The 

UCDMO uses it as one of several data 

points in determining which gaps need 

addressing first, and which gaps affect 

the most number of COCOMs.  How-

ever, It does not definitely illustrate the 

relative importance a particular gap may 

have on mission operations. 

 

 

BACKGROUND 

Section 5 describes the results 

of the UCDMO’s initial CD 

Capability Gap Analysis con-

ducted in October 2007.  The 

Gap Analysis compared an 

initial set of 31 operational CD 

capabilities against the 

UCDMO CD Baseline Inven-

tory.  

 

ASSUMPTIONS 

1. Analysis considered only 

the ‘stand-alone’ capabili-

ties of each solution; nor 

did it consider future up-

grades or modifications. 

2. A shortfall may occur 

because a CDS has a 

capability but does not 

completely support all 

community-required func-

tionality. 

3. Other non - Baseline 

solutions were not consid-

ered as potential gap 

fillers. 

 

FIGURE 4 

Summary of Gap Analysis 

Results with Priorities  
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 The UCDMO solicited CD Community 

engagement in drafting this original 

Roadmap, and we intend on offering a 

special session at the next DNI / 

UCDMO Conference to solicit even 

more dialogue and incorporate sugges-

tions.  This is, after all, a “Community “ 

Roadmap, and its successful implemen-

tation is dependent on committed, dy-

namic Community interaction.  

-Marianne Bailey 

Acting  Director, UCDMO 

 

 

 

 

 

 

For  More Informat ion 

Marianne Bailey  

Acting Director, UCDMO 

 

Melinda Whitfield 

Plans and Resources 

 

 

Contact  UCDMO   

2800 Powder Mill Road  

Bldg 601 

Adelphi, MD 20783  

Phone: 240.373.0796 

Fax: 240.373.0807 

 

New Website Coming Soon 

https://www.intelink.gov/

mypage/ucdmo 
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